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INTRODUCTION

Communication theory is a relatively young subject. It played an important role in the
rise of the current information/digital/computer age and still motivates much research.
Every time you make a phone call, store a file on your computer, query an internet search
engine, watch a DVD, stream a movie, listen to a CD or mp?3 file, etc., algorithms run that
are based on topics we discuss in this course. However, independent of such applications,
the underlying mathematical objects arise naturally as soon as one starts to think about
“information”, its representation and how to transfer and store information. In fact, a large
part of the course deals with two fundamental questions:

(1) How much information is contained in a signal/data/message? (source coding)
(2) What are the limits to information transfer over a channel that is subject to noisy
perturbations? (channel coding)
To answers to above questions requires us to develop new mathematical concepts. These
concepts also give new interpretations of important results in probablity theory. Moreover,
they are intimately connected to
e Physics: Thermodynamics, Statistical mechanics, Quantum theory,
e Computer Science: Kolmogorov complexity, etc.
e Statistics and Machine learning,
e Large deviation theory,
e Economics, finance, gambling,

Literature. For most parts of the course we follow the classic textbook
e Cover, T. (2012). Elements of information theory. John Wiley & Sons.
Another excellent book is

e MacKay, D. J. (2003). Information theory, inference and learning algorithms.
Cambridge University Press.

which has a more informal approach but many applications and is freely available on
David MacKay’s old webpagd] A concise treatment, focused on the theory is

e Csiszar, Korner (2011). Information Theory: Coding Theorems for Discrete
Memoryless Systems. Cambridge University Press.

lhttp://www.inference.phy.cam.ac.uk/mackay/itila/
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1. ENTROPY, DIVERGENCE AND MUTUAL INFORMATION
1.1. Entropy.

Definition 1.1. The entropy Hj, (X) in base b of a discrete random variable X is defined
as

(1.1) H;,(X):—ZP(X:x)long(X:x)

xeX
where we use the convention that 0-1og0 = 0. For b = 2 we usually write H (X) instead
of H> (X)

Some remarks:

e The notation H (X) is somewhat misleading since a random variable is a measur-
able map X : Q — X but the entropy H (X) depends on the pmf p(x) = P(X = x).
However, this notation is standard in the literature and the choice of PP is usually
unambigious in our applications. We also use the notation H (Px) or H (px ) for the
entropy of X where Py =P o X! is the distribution of X and py (x) =P(X = x)
is the pmf of X.

e Above read{? H (X) = —E[log p(X)] where p is the pmf of X.

e The choice of base 2 for the logarithm is common (due to computers using two

states) but not essential. Since log;, x = igiz; we have Hy, (X) = @Ha (X).
e The unit of entropy in base 2 is called a bit, in base e nat, in base 256 a byte. As
usual in mathematics, we do not use units but dimension checking is a useful

sanity check for many calculations.

One way (among many!) to motivate above definition, is to think of H(X) as a measure
of the average uncertainty we have about the value of X: the less certain we are, the
bigger H (X). To see this, we first derive a function s(A) to measure the “surprise’” of
observing the event {X € A} for a set A C X. It seems to natural to demand that

(1) s(A) depends continuously on P(X € A),

(2) s(A) is decreasing in P(X € A),

(3) s(ANnB) =s5(A)+ s(B) for AN B =0, i.e. the surprise about the occurence of two
independent events {X € A}, {X € B} is the sum of the surprises of each of these
events.

Using that P(X e ANB) =P(X € A)P(X € B) for An B = 0, it follows that s(A) =
—logP(A) fulfills these properties and is the unique function with these properties (up to
choice of a multiplicative constant and base of the logarithm). In some books, s(A) is
also called the Shannon information content of the outcome A. Hence, we can regard
the entropy H(X) as the “average surprise” over the events {X = x}, x € X. We will

2Artention: often one uses X as an index for the pmf, i.e. px =P(X = x). In this case the entropy is
written as H (X) = —E[logpx (X)] = — X cex Px (x)log px (x) but we emphasize that px : X — [0,1] is a
function and not random (does not depend on w € Q; px(.,) does not make any sense)! A better notation
would be enumerate rv X; with i € N and denote the pmf of X; with p;, though this is less standard.
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encounter other motivations for the definition of H (X) later (e.g. as a compression bound,
as number of yes-no-questions to determine a value, etc).

Example 1.2. If X = {H,T} and P(X = H) = p, then
(1.2) H(X) = plogp+(1 - p)log(1-p)
If p € {0,1} then H(X) = 0. Differentiating after p shows that the entropy as a function
of p increases on (O, %) and decreasing on (%, 1). Hence, the entropy is maximised if
p =1 with H(X) = log2 = 1 bits.
Example 1.3. If X = (X}, X;) with X; € X;, X; € X, then
(1.3) H(X)=H (X1, X;) = Z p(x1,x2)log p (x1,x2)
(x1,22)€X1 X X>
If additionally, X; and X; are independent (p(x1,x2) = p(x1) p(x2)), then

(1.4) H(X)=H(X1,X2) =H (X)) +H(X2).
If X; and X, are independent and identically distributed, then
(1.5) H(X)=2H(X;)=2H(X>).

Now assume, X models a coin flip as in Example[I.2] i.e. X takes values in X = {H,T}.
Given knowledge about p, we want store the results of a sequence of n independent coin
flips. One extreme case is p € {0,1}, in which case we need H (X) = 0 bits, the other
extreme is p = 1n which it is at least intuitive that we need n bits. This hints at another
interpretation of entropym, namely as a storage/compression bound of information. We
make this connection rigorous in Section

1.2. Divergence.

Definition 1.4. Let p and g be pmfs on X. We call
p(x)
(1.6) D(p |l g)= ) p(x)log——

xeX ( )
the divergence between p and g and set by convention Olog% =0and D(p || q) =
if Ix e X g(x) =0,p(x) > 0. (Divergence is also known as information divergence,
Kullback—Leibler divergence, relative entropy).

Note that
_ p(X)
Plla = B [log q(X)] Bx-p [l o8 (X)] B [log (X)]
1
Ex~p [log q(X)] -H(X).

In Example[I.2]we hinted at entropy as a measure for storage cost and from this perspective
we can think of divergence as the cost we incur if we use the distribution ¢ to encode a



B8.4 INFORMATION THEORY 6

random variable X with distribution p. (Again we make all this rigorous in Section (3)).
Further, note that while we will show below that divergence is always non-negative it is
not a metric: in general it is not symmetric and can take the value co. These properties
are actually useful and desirable as the following example shows

Example 1.5 (Asymmetry and infinite values are useful). Let X = {0,1} and p(0) = %,
q(0) = 1. We are given independent samples from one of these two distributions but
we do not know which one. If we observe 0000001, we can immediately infer that p
is the underlying pmf. On the other hand, if we observe 0000000 it is likely that the
sample comes from ¢ but we cannot exclude that it comes from p. This is reflected in the
divergence since D(p || g) = oo but D(q || p) = 1.

1.3. Mutual information.

Definition 1.6. Let X,Y be discrete random variables. The mutual information 1(X;Y)
between X and Y is defined as

I(X;Y) = Z ZP(X =x,Y = y)log

xeX yelY

P(X=x,Y=y)
P(X=x)P(Y =y)

Some motivation:
e Denote with pxy, px, py the pmfs of (X,Y), X and Y. Then

I(X;Y) = D(pxy || pxpy).

Hence, we can regard the mutual information as a measure on how much
dependence there is between two random variables.

e Unlike covariance Cov (X,Y) = E[(X —E[X])(Y —=E[Y])], the mutual informa-
tion I(X;Y) takes into account higher order dependence (not just second order

dependence).
¢ Another way to think about mutual information is in terms of entropies
X, Y
I(X:Y) = E [IOg M] = E[logpxy (X.Y) —log px (X) —log py (Y)]
px (X)py (Y)

HX)+HY)-H(X,Y).

1.4. Conditional entropy/divergence/mutual information. Often we are given addi-
tional knowledge by knowing the outcome of another random variable. This motivates to
generalize the concepts of entropy, divergence and information by conditioning on this
extra information.

Definition 1.7. Let X,Y be discrete random variables. The conditional entropy of Y
given X is defined as

H(Y|X)= —ZZP(X =x,Y = y)logP(¥ = y|X = x).
y

X
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In analogy to entropy, it holds that H (Y|X) = -E [log prix (Y|X )] . An intuitive way to
think about H (X|Y) is as the average surprise we have about X after having observed Y
(e.g. if Y = X there’s not surprise).

Definition 1.8. Let X,Y be discrete rv with distributions pxy, gxy. We call

(1.7) D(pyix Il avixlpx) = D px (X) D(pyix=1 Il arix=1)
xeX

the divergence between py and gy conditional on X (Also known as conditinal information
divergence, conditional Kullback—Leibler divergence, conditional relative entropy).

Above can be written as

D(pyx || qvix|px) = Ex~py [D(pyix C1X) |l gvx (1X))] -

Definition 1.9. Let X.,Y, Z be discrete random variables. The conditional mutual
information 1(X;Y|Z) between X and Y is defined as

I(X:Y|Z):= H(X|Z)- H(X|Y,Z).

pxy1z(X.Y|Z) ]
|1og 2t et |
In the same way we regard mutual information as measure of dependence, we can
reguard conditional mutual information as a measure of dependence of two rv conditional

on knowing another random variable.

Again, we can write this as [(X;Y|Z) =E

1.5. Basic properties and inequalities. We prove some basic properties of entropy,
divergence and mutual information. We prepare this with two elementary but important
inequalities

Lemma 1.10 (Gibbs’ inequality). Let p and w be pmf on X. Then
(1.8) - > p)logp(x) <= ) p(x)logq(x)

xeX xeX
and equality holds iff p = q.

Proof. Adding ) ..x p(x)logp(x) on both sides, we estimate

X
;p(X)logp() = Ex-.p|-lo qEX;]
> —logE % Zq p(x)——logl—O

where the inequality follows by Jensen’s inequality apphed to f(x)=—logx (f"(x)>0
for x > 0 hence strictly convex). Note that by Jensen, equality holds iff % isconstant. O

Put differently, Gibbs’s inequality tells us that the minimizer of the map

q — —Ellogq(X)]
is the pmf p of X and that this minimum equals H (X).
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Lemma 1.11 (Log sum inequality). Let ay,...,ay, b1,...,b, > 0. Show that

n

Zallogb— > (zn:a,)log Zfl Ibi

i=1 =1

. . . a; -
with equality iff p; LS constant.
We start with basic properties of the divergence.

Theorem 1.12 (Divergence properties). Let pxy and qxy be pmfon X XY of of discrete
random variables X,Y. Then

(1) (Information inequality) D(px || gx) = 0 with equality iff px = gx,

(2) (Chain rule)D(pxy || gx,y) = D(pyx || gvix|px)+ D(px || gx).
(3) D(pxy |l gxy) = D(px |l gx)

4) D(pyix | gvixlpx) = D(pxpyix | Pxqyix)s
(5) (Convexity) for pmfs py, p2, q1,q> we have

D(Ap1+(1=D)p2 || A4g1 +(1 =) q2) < AD(p1 || 1) + (1 =) D(p2 || g2) YA € [0, 1]
Proof. Point (1) follows from Gibbs’ inequality; Point (2) follows from

pxy (x,y)
§ pxy (x,y)log Ty )
Y gx.y (x,y

px (x) pyix (y|x)
= Z pxy (x,y)log ) Olx)
Xy eX XY gx\(x)qy|x \y|xX

=Y prlenog 2D S () tog 2

X, yEXXY qX( ) xyeXxY QY|X(y|x)
= D(px || 6]X)+pr(x)2py|x(y|x)log O
xeX yey y X

= D(px |l gx)+ pr (x) D(py|x=x Il Py|x=x)

= D(px Il gx)+ D(pyx || gv|xIpx)-
Point (3)) follows from the chain rule, Point (2]) and that
D(pyix || qvix|px) = Ex~py [D(py1x C1X) || gvix (1X))] >0

by the information inequality (T).
Point Ml follows since

D(pyix llavixlpx) = D px () D(pyix=r || qyix=x)

D(pxy Il gx,y)

prix (ylx)

3Recall that these determine distributions px, py.py|x and gx, gy, gy |x.
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Py|x=x (Y )]
qy|x=x(Y)

Prix=x(Y) px (x)]
gy|x=x Y) px (x)

log

ZpX (X)EY*‘py‘X:x
X

ZPX (x) EYNPY\X:X llog
x

= E lo leX(le)pX(X)
X~px.Y|X~pyx g qv|x (Y|X)pX (X)

For Point [5]apply Lemma [I.TT|to

Ap1+(1 =) p2
Ag1+(1-2)q2
and sum over x € X. O

(Ap1 +(1-2)p2)log

Theorem 1.13 (Mutual Information properties).

(1) I(X;Y) > 0 with equality iff X L Y,
(2)
I(X;Y)

I(Y; X)
H(X)-H(X|Y)
HY)-HY|X).

(3) (Information chain rule)

I(Xy,..., X Y) = anl(Xi;Y|X,-_1, LX)
i=1
4 ’(Data-processing inequality) If¥ (X 1 Z)|Y then
I(X;Y) > (X; Z).
(5) Let f: X > Y. Then I(X;Y) > I(X; f(Y)).
Proof. Point (T)) follows since
I(X;Y)=D(pxy |l pxpy) 20

by the information inequality, (1)) of Theorem[I.12]
The first equality in Point (2)) follows from the definition of mutual information. The
others follow since

I(X;Y)

E[log pxy (X,Y) ]

px (X)py (Y)
Eflogpxy (X,Y)—logpx (X) —logpy (Y)]
H(X)+H(Y)-H(X,Y).

4Recall that X and Z are conditionally independent given Z, (X L Z)|Y, if px zy (x,z]y) =
px|y (x|y) pzy (z]y). This is equivalent to px y,z (x,y,2) = p(x) p(y|z) p(z]y).
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Now,

p(x,y)logp(x,y)=p(x,y)log px (x) py|x (¥|x) = p(x, y)log px (x)+p(x, y)log py|x (¥|x)
Taking the sum over x, y € X XY shows H(X,Y) = H(X)+ H (Y|X) and the result follows.
Note that this immedialy generalizes to H (X1, ..., X,) = Z?zl H(X;|Xi-1,...,X1); similarly
we get H(Xl, .. .,Xn|Y) = ?:1 H(Xl'|Xi_1, .. .,Xl,Y).

Point (3)) follows since

I(Xy,.... X0 Y) H(Xy,....Xn)—H(Xy,....X,|Y)

n
Z [H(X;|X;—1,....,X1)—H(X;|X;_1,...,X1,Y)]
i1

n

ZI(Xi;lel,---,Xi—l)

i=1

where the last line follows directly by definition of conditional entropy. For point () we

use the chain rule (3)) to write
I(X;Y,Z) I(X;2)+1(X;Y|Z)

I(X;Y)+1(X;Z|Y).

Now X and Z are conditionally independent given Y, I(X; Z|Y) = 0 but since I(X;Y|Z) > 0

we must have

I(X;Y)>1(X;2).
Point (5) follows from the data processing inequality applied with Z = f(Y). O

Remark 1.14.

e Point[2]applied with X =Y shows I(X; X) = H (X) which explains why entropy is
sometimes referred to as self-information,

e Point[2]motivates I(X;Y) as a measure of the reduction in uncertainty that knowing
either variable gives about the other,

e Despite its simple form and proof, the data processing inequality (5) formalizes the
intuitive but fundamental concept: post-processing cannot increase information;
e.g. if Z is a rv that depends only on Y, then Z can not contain more information
about X than Y.

e Recall from Statistics that an estimator 7 (X) for a parameter 6 € O is called
sufficient if conditional on 7' (X), the distribution of X does not depend on 6. This
is equivalent to I(6; X) = I(6; T (X)) under all distributions py, 6 € ©.

Theorem 1.15 (Entropy properties). Let X, Y be discrete rv.

(1) 0 < H(X) <log|X|. The upper bound is attained iff X is uniformly distributed
on X, the lower bound is attained iff X is constant with probability 1,

2) 0<SH(X|Y)<H(X)and H(X|Y)=H(X)iff X and Y are independent, H (X|Y) =
0 iff X = f(Y) for some function f,
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(3) (chain rule) H(Xy,...,X,) = X" H(Xi|Xi_1,...,X1) < X; H(X;) with equality
iff the X; are independent,

(4) For f: X - VY, H(f (X)) < H(X) with equality iff f is bijective,

(5) Let X and Y be iid. Then

P(X =Y)>2"HX)
with equality iff they are uniformly distributed.

Proof. For Point (TJ), the lower bound follows by definition of entropy, for the upper
bound apply Gibbs’ inequality with ¢ (x) = |X|™! to get

H(X)< =) p(x)log|X|™" =log|X].

Since equality holds in Gibbs’ inequality iff px = g, it follows that X must be uniformly
distributed to attain the upper bound. Similary, since each term in the sum is zero iff
p(x)=0o0r p(x) =1 and there can be just one x with p(x) = 1 which shows that X must
be constant to have zero entropy.

For Point (2)) use that 0 < I(X;Y) = H(X) - H (X|Y) by Theorem [I.13]so both bounds
follow. The upper bound is attained iff X,Y are independent. For the lower bound note
that by definition

H(X|Y)= ) pr(WH(XIY =)
yey
where H (X|Y = y) = = % ex pxjy (x[y)logyyy p(x]y). Hence, H(X|Y) = 0iff H (X|Y = y) =
0 for all y in the support of Y. But by Point (1)) this only happens if X|{Y = x} is constant,
ie. (X|{Y =x}) = f(x).
Point (3)) follows as in the proof of Theorem [I.13] Point (3)), from the factorisation

PXi,.. Xy = PXiPXo| X\ PX31 X0, X1~ " PXp| Xpo1sn X1+
Point (4) follows since

H(f(X))=H(X, (X)) <H(X)+H(f(X))
where inequality holds by Point (3) and H (f (X)) > 0 by Point (I)). If f is bijective, note that
with prox) () = px (f~' () and H (X) = X p (x)log p(x) = Yy px) Proxy D log prexy () =
H(f({¥)).

Point (5) follows from Jensen’s inequality,

2~H(X) _ pEllogp(X)] < | [zlogpm] =Y p@2REr = 3 () =P(X =)
xeX

Remark 1.16.
e Point (1] is especially intuitive if we think of entropy as the average surprise we
have about X.
e Point (2)) formalizes “more information is better”,
e Point (@) shows that entropy is invariant under relabelling of observations,
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1.6. Fano’s inequality. A common situation is that we use an observation of a random
variable Y to infer the value of a random variable X. If P(X #Y) =0then H(X|Y)=0

by Theorem [I.15] Point (2). We expect that if P(X # Y) is small, then H (X|Y) should be
small. Fano’s inquality makes this precise.

Theorem 1.17 (Fano’s inequality, 1966). Let X,Y be discrete rv taking values in the same
state space. Then
H(X|Y)<H(lxzy)+P(X #Y)log(|X|-1).
Alternatively we can interpret Fano’s inequality as giving a lower bounds on the

error probability P(X|Y) and this is how we will apply to get bounds on information
transmission over noisy channels in Section [3]

Proof. Set Z = 1x.y and note that H(Z|X,Y) = 0. Now
H(X|Y) H(X|Y)+H(Z|X,Y)
= H(X,Z|Y)
= HZ|Y)+HX]|Y,Z)
H(Z)+H(X|Y,Z)
H(Z)+ ) (P(Y =y,Z=0)H(X|Y =y,Z =0)
yeX
+PY =y,Z=1)HX|Y =y,Z=1)).
Now {Y = y,Z =0} implies {X = y}, hence H(X|Y = y,Z =0) = 0. On the other hand,
{Y =y,Z =1} implies that {X € X\ {y}} which contains |X|— 1 elements. Therefore,
H(X|Y=y,Z=1)<log(|X|-1).

IA

It follows that
H(X]Y)

IA

H(Z)+ ZP(Y =y,Z=1DHX|Y =y,Z=1)
yeX
H(Z)+P(Z = D)log(|X|-1).

Corollary 1.18. H(X|Y) < 1+P(X #Y)log(|X|-1).
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2. TYPICAL SEQUENCES

Given a discrete distribution, what can we infer about one sample from this distribution?
Not much! An elementary, but far reaching insight of Shannon is that this changes
drastically if we deal with sequences of observations and that the entropy H (X1, ..., X,) =
nH (X) measures the average storage cost of sequences of length n.

Example 2.1. Denote with X a discrete rv with state space X = {0,1} and Xj,..., X, iid

copies of X. A sequence (x1,...,x,) € {0, 1}" occurs withs probability.

(21) P ((Xl, .. -’Xn) = (xil’ .. .,Xl'n)) = pz(xl,...,xn)qo(xl,...,x,,)

where p :=P(X =0), g :=P(X =1) and z(xy, ..., x,) denotes the number of Os in the
sequence (xi,...,x,) and o(xy,...,x,) denotes the number of 1s. Now for a “typical
sequence” (xy,...,X,), we can approximate the number of Os and 1s by z(x,...,x,) =

Elz(Xi,...,Xy)] =npand o(xy,...,x,) *E[o(X,...,X,)] = nq. Hence,
P((X1,.. -, Xn) = (x1,..., X)) = p"P' g™
and taking the logarithm on both sides gives
—logP ((X1,.... Xn) = (%if»---,X;,)) = —nplogp—nqlogq = nH (X).
Thus for a “typical sequence” (xy,...,x,) € {0,1}"
P((X1s..os Xn) = (Xips e x5,)) = p~nHX),

Therefore the set of typical sequences of length n consists of approximately 2"H(X)
elements, each occuring with approximate probability 27"#(X), Finally note that 2"7X) <
2" and this difference can be very large.

Above informal calculation suggests to partition X" in two sets,

e “typical sequences” and
e “atypical sequences’.

The set of “typical sequences” forms a potentially relatively small subset of X", that
however carries most of the probability mass and its elements occur with approximately
the same probability. This elementary but fundamental insight is due to Shannon and has
important consequences for coding.

In the rest of this section, we extend and make above informal discussion rigorous.

2.1. Weak typicality and the asymptotic equipartition property (AEP). By the the-
orem below,

Theorem 2.2 (Weak AEP 1). Let X be a discrete random variable. Then

1
(2.2) ——logp(Xy,...,X,) = H(X) in probability as n — oo

n
Proof. By independence, —logp(Xi,...,X,) = — X", logp(X;) and E[-logp(X;)] =
H(X). The result follows from the (weak) law of large numbers. O
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Theorem [2.2] suggests the following definition of “typical sequences”

<]

We call 7,° the set of (weakly) typical sequences of length n of the rv X.

Definition 2.3. For n € N let

1
7€ = {(xl,...,xn) € X"t ==logp(x1,..., xn) — H (X)

Theorem 2.4 (Weak AEP 2). For all € > 0 there exists a ng such that for every n > ngy
(1) p(x1,...,x,) € [27MHEX)+) p=nHX)=e)],
Q2) P((X1,-. . Xn) €T,) 2 1—€,
(3) |(];6| c [(1 _ 6) 2n(H(X)—6)’ 2n(H(X)+E)]

Moreover, for Point one can take ny = 0.

Proof. Point (I]) follows directly from Definition [2.3] Point (2)) follows by Theorem [2.2]
since for every € > 0
> e)

converges to 0 as n — co. Point (3] follows since we get the upper bound from the

estimate
1 = Z p('xl"'-axi’l)2 Z p(.xl,...,xn)

(X1, X ) EXT (X150 X0 )ETS
> Z p-n(H(X)+e) 5 H-n(H(X)+e) 7:le|
(X1, Xn)ETE
and the lower bound follows since by Theorem [2.2{the probability P ((Xi, ..., X,) € 7,°)
converges to 1 so that for large enough n,

I—e<P((Xi...X)eT) < Y 27HX9 < gm0 e,

(X150 X0 )ETS

P((X1....X,) ¢ T) = P(‘%logp(Xl,...,X,,)—H(X)

Remark 2.5.

e When n is large, above suggests to think of (X, ..., X,) as being drawn uniformly
from 7€ with probability 27H(),

e Theorem does not imply that most sequences are elements of 7,°: 7, has
rather small cardinality compared to X" since

|7,¢] oA »-n(loglX|-H(X)

X" ~ onloglX|
(Note that log|X| is attained iff X is uniformly distributed by Theorem [1.15).
However, 7, carries most of the probablity mass, Theorem [2.4](2).
e Theorem 2.4]allows to prove a property for typical sequences and then conclude
that this property holds for random sequences (X1, ..., X;) with high probability.
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e The most likely sequence x* = argmax, P((Xj,...,X,) = x) is in general not an
element of 7,¢; e.g. X ={0,1} P(X =1) =0.9 then (1,...,1) is the most likely
sequence but not typical since %logp(l, ...,1)=log ﬁ ~ (.11 is not close to

H(X)= O.llogﬁ +O.9log$ ~ 0.46. Note that as n — oo the probability of
every sequence, thus also the most likely sequence, tends to 0.

O

2.2. Source coding with block codes. We receive sequence in set X (e.g. a sequence of
letter from the english alphabet) and we want to store this message, e.g. on our computer
so using a sequence of Os and 1s.

Definition 2.6. For a finite set A, denote with A* the set of finite sequences in A. For
a=a - -a, € A* withay,...,a, € X , we call |a| = n the length of the sequence a € A*.

That is to encode, we look for a map ¢ : X — A* that allows to recover the sequence
in X from the associated sequence in A*. If we have knowledge about the distribution
of the sequence in X we can try to minize the expected storage cost (e.g. A = {0,1}
the number of bits on our computer needed to store this message). Using the AEP we
associate with sequences in the typical set short codewords, and with atypical sequence
the remaining long codewords. This gives a bound on the expected length of the encoded
sequence by the entropy.

Theorem 2.7 (Source coding 1). Let X be discrete rv with state space X. For every € >0
there exists an integer n, and a map

c: X" —>{0,1}*

such that

(1) the map | Jy»oX™* — {0,1}* given by (x1,...,xn) > c(x1)---c(xn) € {0,1}*

is injective,

2) 1E[le(Xy,.... X < H(X)+e.
Proof. Split X" into the disjoint sets 7, and X"\7,% and order the elements in 7,
and X"\7,% (in some arbitrary order; e.g. lexicographic). By the AEP, there at most
2H(X)+€) elements in 7,%, hence we can associate with every element of 7,% a string
consisting of /1 := [n(H (X)+ €)] bits; similarly we associate with every element of
X"\7.' aunique string of [, = [nlog|X]|] bits. Now define ¢ (xy, ..., x,) as this strings /;
resp. I bits, prefixed by a 0 if (xq,...,x,) is in 7, and prefixed by 1 if (xy,...,x,) & 7;(?
Clearly, this injective (hence a bijection on its image) and the prefix O or 1 indicates how
many bits follow.

This block code has expected length

Elle(... Xl = ), p@Gi+D+ ), pE)(L+1)
xeT, 0 xeX™\T, 0

D PE)((HX) +e)+2)

€
xe7,, 0

IA
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+ ) p)(nloglX|+2)
xeX™\7,0

P((X1,...,Xn) € T,°) (n(H(X)+ &) +2)

+P((X1,....Xn) € 7,°) (nlog|X| +2)

< n(HX)+e)+2+enlog|X|

= n(H(X)+ea)

IA

with €] := ¢ (1 +log|X|) + % For given € we choose first €y small enough such that
€y (1 +1log|X]) < 5 and then n sufficiently large. |

Shannon’s first theorem shows that we encode sequence X, ..., X, using on average
not more than nH (X); put differently: on average we need H (X) bits to encode one
symbol from this sequence. We will prove in Section [3| Theorem [3.9] that above bound
is sharp. Hence, this leads to another, more operational interpretation of entropy of a
random variable, namely as a compression bound of messages that are generated by
sampling from a distribution.

2.3. Non iid source coding (not examinable). Of course, the assumption that the
sequence is generated by iid draws from the same distribution is not realistic (e.g. sentence
seen as sequences of letters, etc). However, these assumptions can be significantly
weakend and this is the content of the Shannon—McMillan—Breiman TheoremP}

Theorem 2.8 (Shannon—McMillan—Breiman (not examinable)). Let X1, X,,..., be an
ergodic and stationary sequence of rv in a finite state space X. Then

1 _
——logp(Xy,...,X,) = H in probability as n — oo
n

where H :=1im,,_co %H(Xl, e Xn).

(A sequence is stationary if Xj, ..., X, has the same law for all i,j; loosely speaking a
sequence is ergodic if the time average over one realizaition equals the expectation. The
class of of stationary and ergodic processes is large and covers many imporant processes).
One can then modify Theorem and adapt Shannon’s block coding argument of
Theorem 2.7

2.4. Strong typicality. Above relies on the idea that we associate with sequences that
appear often short codewords, and with rare sequence long codewords. Hence, we would
ask if there are sets with smaller cardinality than 7" that still carry most of the pmf.

Definition 2.9. Denote with S” the smallest subset of X" such that
P((Xi,....Xn) €S5) > 1 —e.

5The version below is due to Breiman, there many extension (a.s. convergence, non-stationary, etc); see
[1] for references.
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We can construct this set by ordering sequences by their probability and adding
themuntil the probablity mass is greater or equal 1 — €.

Proposition 2.10. Let (¢,), be sequence such that lim,_,« €, = 0. Then

S

=0.

In other words, the set of strong and weak typical sequences have the same number
of elements up to first order in the exponent. Hence, we do not gain by working with
strong typical sequences instead of weak typical sequences although its construction
appears at first sight to be more efficient than that of 7,¢. Nevertheless, one could argue
that the definition of S, is simpler and that we should have derived the source coding
Theorem, Theorem directly using S;, instead of 7,¢. However, note that the proof
relies on counting the elements of the set of “typical sequences”: using 7, this is trivial
due to the “uniofrm distribution” elements in 7,°, but for S;, this is much harder and
(only Proposition [2.10tells us the answer).
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3. SYMBOL CODES

We have used the AEP to construct a block code that compresses messages generated
by iid samples from a random variable X. In this section we want to use symbol codes to
compress, that is associate with every element of X' a sequence of bits (or more generally,
a sequence of elements in a given set).

3.1. Symbol codes and Kraft-McMillan.

Definition 3.1. For a finite set X, denote with X* the set of finite sequences (also called
strings) in X. For x = xy---x, € X* with xy,...,x, € X, we call |x| = n the length of the
sequence x € X*. Given two finite sets X, we call a function ¢ : X — Y™* a symbol
code. We call ¢ d-ary if || = d. We call c(x) € Y* the codeword of x € X.

Since we need to recover the original sequence xi - - - x, € X* given ¢ (x1)---c(x,) € ¥*
we need to restrict attention to codes c that are injective. However, this is not sufficient.

Example 3.2. Let X = {1,...,6} and c(x) be the binary expansion, i.e. the source code
is a binary code with codewords {1,10, 11,100, 101,110}. In general, we can not recover
the original sequence, e.g. 110 might correspond to x; =5 or xjxp = 12.

Ideally, we are looking for a code that allows to recover the original message, is easy
to decode in practice and compresses the original message as much as possible. To make
all this rigorous define different classes of codes.

Definition 3.3. Let ¢ : X — Y™* be a source code. We denote with ¢* : X* — Y* the
extension of ¢ to X*, ¢*(x1---x,) = c(x1)---c(x,). We say that ¢ is
(1) unambiguous if c is injective,
(2) uniquely decodable if c* is injective,
(3) a prefix code, if no codeword of c is the prefix of another codeword of ¢. That is,
there does not exist xj, x, € X such that ¢ (x;)y = c¢(x,) for some y € Y*. Prefix
codes are also known as instantaneous codes.

Clearly,

prefix codes C uniquely decodeable codes C unambigious codes

and we are just interested in uniquely decodeable codes. In general it is not easy to check
if a given code is unique decodable; moreover, even if a code is uniquely decodeable it
can be very difficult/computationally expensive do decode.

Example 3.4. X = {A,B,C,D}, Y ={0,1}. Then ¢(A)=0, ¢(B)=01, ¢(C) =011,
c¢(D) =111 is uniquely decodable although this not completely trivial to see. Note that
describing an the decoding algorithm is not easy either.

On the other hand, prefix codes are trivial to decode. A surprising result is that we
can restrict attention to the design of prefix codes without increasing the length of code
words.

Theorem 3.5 (Kraft-McMillan).
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(1) Let ¢ : X — Y™* be uniquely decodeable and set £ = |c(x)|. Then
(3.1) Dyt <

xeX
(2) Conversely, given ({;)xex C N and a finite set Y such that holds, there
exists a prefix code ¢ : X* — Y* such that |c(x)| = €, Vx € X.

Proof. Set d = |Y| and lpax = maxyex |¢ (X)],lmin = mingey |c(x)|. If we denote with
a (k) the number of source sequences mapping to codewords of length k, then

(Z d—|C(x)|) - nlmzax a(k) d_k.

xeX k=nlyin

Unique decodability implies a (k) < d*, hence Y cx d™ 1 < (n(Inax = lmin) + Hiin,
Letting n — oo shows the result.

Let (£,) xex be a set of integers that fulfills (3.1) and set Y. By relabeling, identify
X as the set {1,...,|X|} CN and assume {; < £, < --- < {|x|. By assumption, r,, :=
Z?:ll ||~ < 1 and we define ¢ (m) as the first £,, digits in the |Y/|-ary expansiorﬂ of the
real number r,, € (0, 1], that is ¢ (m) := y; -+ -y, where

= il
i>1
This must be a prefix code: if not, there exists m,n, m < n, with ¢ (m) a prefix of ¢ (n) and
therefore the first £,, digits of r,,, and r, in the |Y|-ary expansion coincide which in turn
implies r, —r,, < |Y I_f’”; on the other hand, by the very definition of r,, and r,, we have

Fn—Tm =21 1Y |74 > | Y|~ which is a contradiction. O

Remark 3.6. Under the stronger assumption that p is a prefix code in Point (), the above
Theorem [3.5]has a nice proof using trees (Sheet 3). Kraft showed above theorem under
this extra assumption. Theorem [3.5]as stated above is due to McMillan (based on Kraft’s
work). Yet another proof of Point (1)) can be given using the “probabilistic method” (also
Sheet 3) which we will encounter again.

Corollary 3.7. For any uniquely decodable code there exists a prefix code with the same
codeword lengths.

3.2. Optimal codes. So far, we have not made any assumptions on how the messages
that we want to encode are generated. We now study the case, when the messages are
generated by independent samples from a discrete random variable X and our goal is to
minimize the average codeword length.

Definition 3.8. We call a symbol code ¢ : X — Y™ optimal for a pmf p on X and a finite
set Y, if it minimizes Ex., [|¢”(X)|] among all uniquely decodeable codes ¢’ : X — Y™*.

6With the usual convention that an infinite number of zeros appears, e.g. with d = 2, % has the expansion
27! and not 3,2, 277,
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In view of Kraft-McMillan ingequality, Theorem givenaset Y acodec: X — Y*
is optimal if it solves the constraint minimization problem

3.2) minimize Z p(x)ty,
xeX

subject to Z d™% < 1and (£;),cx CN.
x:p(x)>0

This is an integer programming problem, and such problems are in general (computation-
ally) hard to solve. To get an idea about what to expect, let us first neglect the integer
constraint £, € N and assume Y, d~% = 1. This in turn is a simple optimization problem
that can for example be solved using Lagrangian multipliers, i.e. differentiating

Zp(x)[x ~1 (Z d -t —{’x)

xeX xeX

after ¢, and setting the derivative to O gives £y = —log, p(x) and it remains to verify
that this is indeed a minimum. This would give (still ignoring the integer contstraint)
an expected length E[|c(X)|] = - X p(x)log, p(x) = H(X). Instead of using Lagrange
multipliers we make this rigorous using a direct argument involving just basic properties
of entropy and divergence from Section 1]

Theorem 3.9 (Source coding for symbol codes). Let X be a random variable taking
values in a finite set X and c a uniquely decodable, d-ary source code. Then

Hy(X) <E[lc(X)I]
and equality holds iff |c (x)| = —log,P(X = x).

Proof. Set €, :=c(x)and g(x) = Zd_—ﬂx,,;x, we have (using log in base d),

xEXd
E[fcON-HX) = Y p@)t+ Y p)logp(x)
xeX xeX
= =D pWlogd™ + } p(x)logp(x)
xeX xeX
= - Zp(x)log (CI (x) Z d_f’“) + Z p(x)logp(x)
xeX x'eX xeX

-3 p(x)log (Z d—fx') + ;pu)log’%
—log (Z d=

+D(p [l 9) 2 0.
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where used that by Kraft-McMillan Y., d~%" < 1 and that divergence is non-negative.
Note that equality holds iff 3. d~% =1 and D(p || ¢) = 0. Since D(p || ¢) = 0 implies
p = g, the result follows by definition of g. O

Proposition 3.10. Ler X be a random variable taking values in a finite set X and Y a
d-ary set. There exists an optimal code ¢* and

(3.3) Hy(X) <E[|c*X)|] < Ha(X)+1.

Proof. Setl,:=[-log,p(x)]andnotethat Y cxd & < ¥ cx d~(“logap() = DrexP(x)=
1. Hence, by Kraft-McMillan, Theorem [3.5] there exists a (not necessarily optimal)
prefix code ¢ with word lengths (£;),cx. Now by definition

log,p(x) <€, <—log,;p(x)+1

so conclude by multiplying this inequality with p(x) and taking summing over x € X to
get (3.3). There are countably many prefix codes, so we can sort them by expected length
and take a code that achieves the minimum. The optimal code can only have an expected
length less or equal to that of c. O

3.3. Approaching the lower bound by block codes. If c is an optimal code we are only
guaranteed that
H;(X)<E[lc(X)|] < Hi(X)+1.

The overhead of 1 is neglibile if X has high entropy but it can be the dominanting term
for low entropies. By encoding sequences, we get arbitrary close to the lower bound:
Proposition applied to the X"-valued random variable (Xi,..., X,), X1,..., X, iid
copies of X, gives a code ¢, : X" — Y* such that E[|c, (X1, ..., X)|] < H(X1,...,X,) + 1.
But H(X,...,X,) =nH(X), hence

1 1
—Ellc, (X1,....X)|]<H(X)+—-—> H(X) asn — oo.
n n

Put differently, one needs at least H (X) symbols to encode one symbol in the source and
this bound is attainable (at asymptotically using block codes). This give

3.4. Shannon’s code. In view of Theorem [3.9] a natural approach to construct a code is
to assign with x € X a codeword of length [—logp;]. Shannon gave an explicit algorithm
that does this in his seminal 1948 paper: given a pmf p on X = {1,...,m}, p; = p(x;),
and a finite set Y

(1) Order the probabilities and assume (by relabelling) that p; > -+ > p,,,

(2) Define cg(x;,) as the first £, := [—log| V| pr] digits in the |Y|-ary expansion of the

real number Zl:ll Di.
The above construction is the so-called Shannon code cs. Following the proof of Theorem
[3.5] one verifies that this is indeed a prefix code. As in Proposition [3.10} we also see
H(X) <E[|lcs(X)|] < H(X)+ 1. However,
e the Shannon code is in general not optimal,
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e ordering a set of cardinality k needs O (klog k) computational steps. This gets
prohibitively expensive when combined with above block coding trick where
we need to order |X|" probablities if we use blocks of length n; for example,
already for uppercase English letters X = {A, B,...,Z}, using blocks of length
n =100, |X]| 100 — 26190 would require to order and store(!) a set that contains
more elements than there are particles in the universe.

The Shannon code depends highly on the distribution of X. In practice, we usually have
to infer the underlying probability distribution and work in a two step approach: firstly,
read the whole message to infer the distribution; secondly, use the estimated pmf p to
construct a code. The first step leads to errors, hence we need to ask how robust Shannon
codes are.

Proposition 3.11. Let p and q be pmfon X and X ~ p and Y a finite set of cardinality
|Y| = d. If we denote with c, : X — Y* a Shannon code for the distribution q, then

Hy(X)+Du(p | ) < Ex~p[|cgX)|] < Ha(X)+Da(p |l g)+1.
Proof. We have

Elcg(X)] = ) p(x)[-log,q(x)]

xeX

< ZP(X)(—IOgdq(X)H)
xeX

_ plx) 1

i ;”(’C)( gdq(x)p(x) 1)

= Zp(x)logd +Z gd—+1
xeX xeX

= Da(pl Q)+Hd(X)+1-

Since the lower bound is attained iff [—log,; g (x)] > —log, g (x) the lower bound follows
similarly. O

3.5. Fano’s code [not examinable]. Fanon suggest a different construction that is also
very simple to implement. Given a pmf p on X = {1,...,m}, p; = p(x;), and a finite set
Y. Fano gave an explicit construction for a d-ary prefix code. In the case of a binary
encoding the construction is as follows:

(1) Order the symbols by their probability and assume (by relabelling) that p; > --- >
pm ’

(2) Find r that minimizes |Zi§r Di— Disr p,~| and split X into two groups Xj :
{xivi<r}, Xp:={x;:i>r},

(3) Define the first digit of the codewords for Xy as 0 and for Xj as 1,

(4) Repeat Steps 2 and 3 recursively until we can not split anymore.
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Above construction leads to the so-called Fano-code (also called Shannon—Fano code)
cr : X = Y*. As for the Shannon code, it is not hard to show that E[|cr (X)|] < H(X) +1,
that the Fano code is a prefix code and that in general the Fano code is not optimal.

3.6. Elias’ code. GivenapmfponX ={l,...,m}, p; = p(x;), and a set Y of cardinality
d. Define the Elias code (alos Shannon—Fano—Elias code) cg (x;) as the first [—log p;] + 1
digits in the d-ary expansion of the real number };_, p; + % pr. As above, one can show
that H; (X)+1 < E[|cg|] < Hy(X) +2. Although it is less efficient than above codes, this
construction has the big advantage that we do not need to order the elements of X by
their probablities. Further, it is a precursor of so-called arithmetic coding.

3.7. Huffman codes: optimal and a simple constrution. Huffman was a student of
Fano and realized that prefix codes corresponds to certain graphs, called rooted trees
and that previous constructions such as Fano’s build the tree starting at its root. As
Huffman showed in 1952, by starting instead at the leaves of the tree, one gets a very
simple algorithm that turns out to produce an optimal code! Recall that a graph

Definition 3.12. A undirected graph (V, E) is a tuple consisting of a set V and a set of
two-element subsets of E. We call elements of V vertices and elements of E edges. For
v € V we denote with deg(v) the number of edges that contain v and call deg(v) the
degree of v. We call a graph d-ary if the maximal degree of its vertices is d.

We now define a subset of the set of graphs.

Definition 3.13. The set of rooted trees 7 is a subset of all graphs and defined recursively
as:

(1) The graph 7 consisting of a single vertex r is a rooted tree. We call r the root and
the leaf of 7.

(2) If 71,...,7, € T, then the graph 7 formed by starting with a new vertex r and
adding edges to each of the roots of 7y,..., 7, is also a rooted tree. We call r the
root of T and we call the leaves of 7y, ..., 7, the leaves of 7.

We can think of the set of prefix codes as the set of rooted trees: identify the codewords
with leaves, the empty message with the node and labelling the edges by letters that are
in the codeword at the leave the end up at.

Lemma 3.14. There is a bijection from the set of d-ary prefix codes to the set of d-ary
rooted trees.

As remarked in Section[3.2] to find a prefix code with minimal expected length we have
to deal with a integer programming problem. Surprisingly, there exists a simple algorithm
that construct the prefix code of shortest exptected length for a given distribution in linear
complexity. This the so-called Huffiman code: we construct a rooted tree starting from
the nodes of the least likely letters. For brevity of presentation, we describe only the
binary Huffman code in detail: fix a pmf p on X = {1,...,m} and assume (by relabelling)
that p; > --- > p,, with p; := p(x;). Then
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(1) Associate with the two leasty likely symbols, two leaves that are joined in a
vertex,

(2) Build a new distribution on m —1 symbols, p| > p}, > --- 2 p! , >p! | where
P} = PlsssDiy_o = Pm—2 and p’ | = py_1 + py (i.€. symbols m—1 and m are
merged into one new symbol with probability p/ |, = pu-1 + pm),

(3) Repeat above two steps of merging the two least likely symbols until we have a
rooted tree.

Note that

e The algorithm can be seen as construction the codetree bottom up: Step 2 amounts
to joining two leaves with a new node

e Above algorithm terminates in |X|— 1 steps and once we have build the rooted
tree the code assignement is done by assigning 0,1 to the branches. Hence the
complexity is O (|X]) if we are given a sorted pmf p; if we need to sort the pmf
then the complexity of construction the Huffman code is O (|X|log|X]).

e If two symbols have same probablity at every iteration, the resulting Huffman
code may not be unique. However, they have the same expected length.

e in the d-ary case, the construction is analogous: we merge d nodes at every step.
It may happen that we need to introduce dummy variables since there might not
be enough nodes to merge d nodes. See for details.

Proposition 3.15. Let X, be finite sets and p a pmf on X. The Huffman code ¢ : X — Y
for p is optimal, i.e. if ¢’ is another uniquely decodeable code ¢’ : X — Y* then

Ex~p [le (X)I] < Ex~p[lc" (X)I].

We prepare the proof with a Lemma about general properties of a certain optimal
prefix code. In itself it is not an important code but it is a useful tool to prove optimality
of other codes (such as Huffman as we will see in the proof Proposition [3.15)).

Lemma 3.16. Let p be a pmf on X = {xy,..., X, } and assume wlog that p; > --- > pp,
for p; := p(x;). There exists an optimal prefix code that has the property that

(1) pj > px implies |c (Xj)| < le(xp)l,
(2) the two longest codewords have the same length,
(3) the two longest codewords only differ in the last digit.

We call c the canonical code for the pmf p.
Proof of Lemma(3.16] The existence of an optimal prefix code holds since the set of
prefix codes is well-ordered by expected length, hence there exists a (not necessarily

unique) optimal code. For Point (1)) fix an optimal code ¢ and consider the code ¢’ given
by interchanging the codewords of ¢ for x; and x; for some j, k with j < k resp. px < p;.

Then
Zpi|c'<xi>|—2pi|c(xi)|

pjle )l +pile (x)| = pjle (x;)| = prle (i)l

0

IA
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= (pi=pi) (le Gl =[e (x)]) -

Hence, |c(x)| - |c (xj)| > 0.

For (2) assume the contrary and remove the last digit from the longest codeword.
This would still give a prefix code and this new prefix code would have strictly smaller
exptected length. Hence, the two longest codewords must have the same expected length.

For Point (3) identify a prefix code with a rooted tree. A codeword of maximum length
must have a sibling (a leaf connecting to same vertex; otherwise, we could remove the
last digit and get a prefix code of shorter expected length). Now exchange codewords
until the two elements of X with lowest probabilities are associated with two siblings on
the tree. O

We now use this to prove that the Huffman code is optimal.

Proof of Proposition[3.15] Fix a pmf p with p; > --- > p,, on m symbols. Denote with
p’ the pmf on m — 1 symbols given by merging the lowest probabilities,

pi=piforie{l,...m—1} and p/,_| = pm_1+pm.

Let c” be the canonical optimal code for p. Define ¢ as the code for p given by merging
the leaves for p,,—1 and p,, in the rooted tree representing c¢” (by Lemma, p,,—1,p,, are
siblings so this is possible). Then the difference in expecteds length is

(3.4) L(cp)—L(cP’) = Puctltpul—pl_ (C~1)
3.5 = Pm-1+DPm-

where ¢ denotes the codeword lengths of symbols m — 1 and m under ¢”. On the other
hand, let e”" be any optimal (prefix) code for p’. We again represent it as a rooted tree
and define e” by replacing the leaf for p/ | with a rooted tree consisting of two leaves
pm and p,,—1. Then

(3.6) L(e")-L (ef") = Pt + P
Substracting (3.4) from (3.6) yields
(L(e”)=L(c))+ (L (cp’) L (ep’)) - 0.

By assumption, ¢? and e”” are optimal, hence both terms are non-negative so both must
equal 0. We conclude that L (e”) = L(cP), hence e? is an optimal code for p.The above
shows, that expanding any optimal code e’ for p’ leads to an optimal code e” for p. Now
note that the Huffman code is constructed by a repeated application of such an expansion.
Further, for m = 2 the Huffman code is clearly optimal, hence the result follows by
induction on m. O

The Huffman code has a simple construction and is optimal. It is used in mainstream
compression formats (such as gzip, jpeg, mp3, png, etc). However, it is not the final
answer to source coding:
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e not every optimal code is Huffman; e.g.

p(x) 03 03 02 02
c(x) 00 10 01 11

is optimal but not Huffman (since ¢ can be obtained by permutating leaves of
same length of the Huffman code for p).

e Huffman (and all the other prefix codes we have discussed so far, except Elias’
code) require knowledge p. Further, optimality was defined for messages that
are drawn by iid samples. Already when compressing text (source symbols are
english letters) this does not apply since e.g. the probability of sampling e is
much higher if the previous two letters were “th” compared with say “xy”.

e optimality just guarantees H (X) < E[|c(X)|] < H(X)+ 1. This is a good bound
if H(X) is large but for small entropies the term +1 on the right hand side is
dominant. One can again use the block coding trick discussed on page [21]to
encode sequences of length n to reduce the overhead to % bits but this again leads
to a combinatorial explosion since we need to sort |X|" probabilty masses.
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4. CHANNEL CODING: SHANNON’S SECOND THEOREM

In Chapter 3| we studied how much information is contained in sequences and used this
to derived codes to store such sequences. In many real-world situations we are confronted
with the problem of transmitting information from one place to another, typically through
a medium that is subject to noise and perturbations.

4.1. Discrete memoryless channels.

Definition 4.1. A discrete memoryless channel (DMC) is a triple (X, M, Y) consisting

e a finite set X, called the input alphabet,

e a finite set Y, called the input alphabet,

e a stochastid’] |X| x | Y|-matrix M
We say that a pair of random variables X,Y defined on some probability space (Q, 7, P)
realizes the DMC, if the conditional distribution of Y given X equals M, i.e. M =

(pY|X (y |x))xe./\’,y€y

02 0 05 0 03

Example 4.2. X ={0,1}, Y ={a,b,c,d,e} and M = 0 02 0 08 0

Above is an example of a lossless channel: knowing the output Y allows to uniquely
identify the input X (e.g. b,c iff the input is 1). More generally, in a lossless channel we
can divide Y into disjoint sets Y, ..., Y|xsuch that

PYelY|X=x)=1forl<i<|X]|.

which is by Theoremthe same as H (X|Y) =0 (since X = f(Y) for f(y) = 2; xil ey,
i.e. X is a deterministic function of Y). The other extreme is a channel that is completely
useless for transmitting information, i.e. the output ¥ contains no information about the
input X. This means X and Y are independent which is again by Theopem [2] equivalent
to H(X|Y)=H(X).

Some important examples of channels are

Example 4.3. Let g € [0, 1].
(1) Binary symmetric channel: X =Y = {0, 1} and the stochastic matrix is given

as,
X\Y| 0 1
0 |I-9g ¢
1 q l-—g
(2) Binary erasure channel: X = {0,1}, Y = {0,1,?} and the stochastic matrix is
given as

X\ Y| 0 2 1
0 l-g g O

1 0 g 1—-g¢g

7A stochastic matrix has non-negative entries and for each row, the sum over column entries equals 1
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(3) Noisy typewriter: X =Y = {A,...,Z} and the stochastic matrix is given as

X\Y|A B C D - - Y Z

1 1 1
A ? ? (1) 0 B () 3
B 5 3 3 0 -« 00
‘ . N - 1 1 1
y (o 0o 0 -~ 0 11 3
z | 0o o - 0 0 % I

4.2. Channel capacity. We want to measure how much our uncertainty about the input
X is reduced by knowing the output Y. We have seen that a lossless channel H (X|Y) =0
and a useless channel H (X|Y) = H(X). Motivated by this, an intuitve measure for the
quality of a channel is
H(X)-HX|Y)=1I(X;Y).

A DMC only specifies the distribution of the output conditional on the input. To use the
channel for information transmission, we have freedom to choose the distribution of the
input. This motivates the definition of channel capacity.

Definition 4.4. Let (X, M,Y) be a DMC. We call C :=supl(X;Y) the channel capacity
of DMC(X, M, Y) where the supremum is taken over all pairs of random variables X, Y
that realize the DMC (X, M, Y).

From I(X;Y)=H(X)-H(X|Y)=H(Y)—-H(Y|X) it follows that
0 < C <min(log|X],log|Y]).

Remark 4.5. 1(X;Y) is a convave function in the pmf px of X. Also it is bounded by
the entropy of X. Hence if we take a supremum over a closed convex set it attains its
maximum which shows that C = maxI(X;Y) is indeed well-defined. Secondly, note
only the distribution of X matters (not the specific form of the probabilty space, or the
map (X,Y) : Q — XXV, as long as the distribution of Y'|X matches M). Therefore one
sometimes finds in the literature the notation C = max,, I(X;Y).

Below we calculate the capacity of some simple channels.

Example 4.6 (Binary noisy channel). X =Y = {0,1} and

X\Y| 0 1
0 1-¢g q
1 g l-g¢q

that is with probability g € [0, 1] with have a transmission error. Estimate
I(X;Y) = H(Y)-H(YI[X)
H(Y)= > p(x)H(Y|X = x)
xeX

H(Y)- ) p(x)H(q)

xeX
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< 1-H(g)

where H(q) := —glogg — (1 —¢g)log(1 —¢g). Note that if Y is uniform, P(Y =0) =
P(Y =0)= %, then H (Y) = 1 and above is an equality. Since

PY¥=0 = (1-¢9)P(X=0)+gP(X=1)

PY=1) = gP(X=0)+(1-¢)P(X=1)
by symmetry P(Y =0)=P(Y =0) = % is equivalent to P(X =0)=P(X =0) = % Hence,
the maximimum is attained if P(X =0)=P(X =0) = % and it equals

C=1-H(g).

Example 4.7 (Binary erasure channel). As above X = {0,1} but Y = {0,e¢, 1} where e
denotes that an error has occured, i.e.

X\Y| 0o ? 1
0 l-g g O
1 0 g 1—g¢g
resp. P(Y =0|X =0) =g and P(Y = ¢|X = 0) = 1 —q. This channel erases a fraction of ¢
bits that are transmitted and the receiver knows if which bits have been erased. Hence,
we can only hope to recover 1 — g bits. Now as before

I(X:Y)=H(Y)-HY|X)=H(Y)-H(q)

with H(gq) = glogg+ (1 —g)log(1 —g). Set 1 =P(X = 1) and calculate

HY) = -(I1-m)(1-g)log(1-m)(1-q)
—(mq+(1-n)g)log(ng+(1-n)q)
—n(1-g)logn(l-q)
= —(I-¢g)(I1-m)log(1-7m)—(1-¢)(1-n)log(1-q)
—qlogqg
—n(1-g)lognm —n(1-¢g)log(1-gq)
= H(g)+(1-q)H(n).
Now
I(X;Y)=H(q)+(1-q)H(r)-H(q) = (1-¢)H (r)
and therefore the capacity is achievied with 7 = P(X =1) = 0.5 and equals C = 1 —gq.
4.3. Channel codes, rates and errors. We want to use the channel to reliably transmit a
message from a given set of possible messages. We are allowed to use the channel several
times. Hence, we are looking for a map that transforms the message into a sequence
symbols in X (encoding), we then send this sequence through the channel and upon

receiving the corresponding sequence symbols in Y, transforms this back to a message
(decoding) with a small probability of error.
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Definition 4.8. Fix m,n > 1. A (m,n)-channel code for a DMC (X, M, Y) is a tuple (¢, d)
consisting of

e amapc:{l,...,m} - X", called the encoder,
e amapd:Y" — {l,...,m}, called the decoder.

We call {1,...,m} the message set, c (i) the codeword for message i € {1,...,m} and the
collection{c (i) : i = 1,...,m} the codebook.

That is a (m,n) channel transmits one out of m messages by using the channel » times.

Definition 4.9. Let (X,M,Y) be a DMC. We call p(c,d) := %logm m the rate of the
(m,n)-code (c,d).

Definition 4.10. Let (¢, d) be a (m,n)-channel code for a DMC (X, M, Y). Set
€ =PdY)#ilc(i)y=X) fori=1,...,m

where X = (Xj,...,X,)and Y = (Y},...,Y,) consist of iid copies of random variables X,Y
that realize the DMC. We say that the channel code has

(1) @ maximal probablity of error €max := MaX;e(1,...m} &

(2) an arithmetic error € := % &

Remark 4.11. For applications we clearly care about €y,x and apriori it is not clear that €
is a useful quantity to consider. Note that € < eyax and that € is the expectation of the
error €, if an element i is choosen uniformly at random. It turns out that good estimates
on € imply good estimates on €n,x and that bounds on € are easy to establish (we are
going to use this in the proof of the noisy channel coding theorem).

Already a simple repetition code (represent the message i in its |X|-ary expansion and
transmit each digit multiple times) can achieve an arbitrary small error for the cost of a
vanishing rate. We therefore need to understand the tradeoff between the error probability
€max (Which we want to make small) and the rate (which we want to keep large). That is,
we ask what points in (€yax, R)-plane can be reached by channel codes (with a sufficiently
large n)? Before Shannon, a common belief was that that as ey« goes to 0 so does the
rate. A big suprise was Shannon’s noisy channel coding theorem, that showed that any
rate below channel capacity can be achieved!

4.4. Shannon’s second theorem: noisy channel coding.

Definition 4.12. A rate R > 0 is achievable for a DMC (X, M,Y), if for any € > 0 there
exists sufficiently large m,n and a (m, n)-channel (¢, d) with

p(c,d)> R—€ and €nax < €
where €y, denotes the maximal error of (c, d).

In other words, a rate R is achievable if there exists a sequence of codes whose rates
approach R and whose maximal errors approach zero. Apriori it is by no means obvious
that a message may be transmitted over a DMC at a given rate with as small probability
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of error as desired! Shannon’s result not only shows that this is possible but also shows
that the set of rates that can be achieved is exactly those that are bounded by the channel
capacity C. We already saw that the channel capacity can be explicitly computed for
some important channels. Al these are reasons why Theorem [4.13]is considered a (maybe
even the) major result of communication theory.

Theorem 4.13 (Shannon’s second theorem: noisy channel coding). Let (X,M,Y) be a
DMC with capacity C. Then a rate R > 0 is achievable iff R < C.

An analogy that is often used is to compare a channel to a water pipe: if we pump water
through a pipe above capacity, then the pipe will burst and water will be lost. Similarly,
if information flows through a channel at rate higher than channel capacity, the error is
strictly bounded away from zero which means we loose information.

Let us first give an informal “proof” of Shannon’s channel coding theorem. The idea
is to use a “typical set decoder”: define a decoder by partitioning V" into disjoint sets
M, ..., ¥, C Y" and associate each set with an input sequence x1,...,x,, € X". That
is upon a receiving a sequence y € Y", if we find an i such that y € Y; then we decode
as message i. How can find a partition that is efficient and robust to the noise in the
channel? The key insight is similar to source coding: sequences can be divided into a
set of typical sequences that carries most of the probability mass. There approximately
2"H(Y) typical output sequences. Similarly, to a given typical input sequence x correspond
approximately 2"'1X) output sequences that are likely (i.e. y’s such that (x, y) is typical
wrt to pyy) . But for two different typical input sequences, these subsets of Y/” might
overlap, see Figure. To account for this we restrict ourselves further to a subset of typical
input sequences such that the corresponding sets of typical output sequences do not
overlap (but still cover nearly all of) Y". There are at most

2nH )
_ Sn(H)-H(Y|X) _ onl(X:Y)

nH(Y|X) ~

such typical input sequences, see Figure. Hence, there are at most 2"1X*¥) codewords
nl(X;Y)
which gives a rate of log2" 7 _ I(X;Y) < C bits per channel use. This shows (very

heuristically) why we can expect to achieve any rate R < C.

Definition 4.14. Let (X,Y) be a X X Y -valued rv with pmf pxy. Forn e N, € > 0 set

ﬂ;(n) = {(x,y) e X'"xY": max(

1
- logpxy(x,y)—H(X, Y)',

) < } .
We call 7, the set of jointly typical sequences of length n and tolerance e.

Theorem 4.15 (Joint AEP). Let X = (Xj,...,X,), Y =(Y},...,Y,) with entries iid copies
of X,Y. Then

(1) lim, o P ((X,Y) € JF) = 1,

b

Llogpy ()~ H(Y)

-~ iogpx ()~ H ()
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(2) |$n| < 2n(H(X,Y)+e),
(3) If X',Y’ are independent and X and Y have same margins as X" and Y’, that is
(X,Y) has pmf pxpy, then 3ngy such that Vn > ng

(1—¢)27MIX:N+36) < p ((X 'Y e j’e(”)) < IX:Y)=3e)
The upper bound holds for all n > 1.

Proof. Point (1)) follows by independence and weak law of large numbers: n~'logp(Xj, ..., X;,) =
n' 3 logp(X;) — H(X), hence

1
P(';long(Xl»-~-,Xn)_H(X)

26)<§foralln2n1

and similarly

1
P(‘—logpy(Yl,...,Yn)—H(Y)26) < gforalannz,
n

1
P( —lngX’Y(Xl,...,Xn,Yl,...,Yn)—H(X,Y)
n

Taking n > max (ny,n,n3) shows the result.
Point (2) follows since

L= Y pxr )z ) prr(ry) > |7

Xn Xy" i(”)

Ze) < gforalanng.

2—n(H(X,Y)+e)

and therefore je(") < QUH(XY)+e)
Point @: for the upper bound

P(xred) = 3 px@pr©)

(xy)egd”
2n(H(X,Y)+E)2—n(H(X)—e)2—n(H(Y)—e)

IA

2—n(I(X;Y)—3e)

For the lower bound, we have for large enough n that P ((X JY)€ [fe(”)) > 1—¢, hence

2—n(H(X,Y)—e)

l-€< Z pxy (x,y) < ‘je(”)

(x.)eg"

T > (1-€)2MHXY)=0)_ Using this, we get similar to above,

and we get

P(xred™) = 3 px®pr)

(x.y)e "
(1 _ 6) 2n(H(X,Y)—e)2—n(H(X)+e)2—n(H(Y)+e)

v
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2—n(I(X;Y)+3e)

O

We now use the above to give a rigorous proof of Shannon’s channel coding theorem.

Proof of Theoremd.13] Fix a pmf px on X and let I be the jointly typical set of
Px,y = py|xPx. We generate a random (m, n)-channel code as follows:
(1) Generate m random codewords in X", by sampling independently from [T}, px (x;),
(2) For each message i € {1,...,m}, define its encoding by sampling uniformly from
this set of random codewords,
(3) Define the decoder as a typical-set decoder: upon receiving Y, check if there
exists a unique element X in the set of random codewords such that (X,Y) € ﬂ;(").
In this case, decode as the message that was in step 2 associated with the codeword
X. If this is not the case (there does not exists such a codeword or it is not unique)
the decoder outputs m.

Denote this random (m, n)-channel code with (C, D). Now,

(1) Sample from the channel code (C, D),

(2) Sample a message W uniformly from {1,...,m},

(3) Send the sequence X = C (W) through the channel,

(4) Decode the channel output using 9, denote the decoded message with W.

Applied with m = 2""%+! the random (m, n)-channel code (C, D) has rate R + % By Lemma
4.18] for any € > 0 we can choose n large enough such that

P (W # W) <=
2
By conditioning

P (W + W) - (;DP(W +W|(C,D) = (e, d))P((C,Z)) — (c,d)) < g

it follows that there must exist a least one channel code (c*,d*) such that

P (W +W|(C,D) = (c*,d*)) < g
Recall that W was sampled uniformly and the arithmetic error is the expected error over
all messages if the input is uniformly distributed. Hence, above inequality can be restated
as € < % where € denotes the arithmetic error of (c*, d*). Thus we have shown the

existence of a (m,n)-channel code, rate R + % and arithmetic error € < % Further,

_ 1 i _€

e=— ) <,

m— )
or equivalently > | € < 3¢ (¢ denotes the probability of an error in decoding message
i using channel code (c*,d*)). Now sort the codewords by their error probabilities

€. Each of the probabilities in the better half of the m codewords must be less than
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€ since otherwise the sum over the other half would be at least 7€ which contradicts
Y-, & < 5 €. Therefore throwing away the worse half the codewords modifies (c*,d*)
into a (%,n)-channel code with €nax < € as required.

Optimality. Fix € > 0 and assume for sufficiently large n there exists a (m, n) channel
code with

1
4.1 ogm

>R—eand g < €
n

Let W be a random variable that is uniformly distributed on the messages {1,...,m} and
as above, denote with the W the decoded message. Then

logm = H(W)

-

W)
< ( )+1(X Y)
EDY

(W

< H(W|W) +nC
4.2) < 1+€logm+nC,

+I(W; W)

IA

I(Xi;Yi)

where the first inequality uses that I(W; W) < I(X;Y) by the data processing inequality,
the second inquality follows since I(X;Y) < "' | I(X;;Y;) and the third inequality is
just the definition of channel capacity. The last inequality is Fano’s inequality. Using
€ < €max < € and rearranging above inequality gives
logm B lic '
n l1-€

Using the assumption (4.1)), this implies R — € < " +C —. By letting n — oo and € — 0 we
conclude that R < C. O

Remark 4.16. Above proof even gives an asymptotic bound on the arithmetic error € for
a code (c,d) with rate p(c,d) > C. Rearranging the estimate (4.2]) implies

1
1+nC a+C
(4.3) exl-— =11
logm - logm
For large n, the right hand side is well approximated by 1 — @ =1- p(c 7 which is

shown in Figure.

Remark 4.17. The bound (.3) implies a strictly positive arithmetic error for any n > 1 if
the rate is bigger than C. To see this, assume by contradiction that the arithmetic error
equals O for some ng. Then we could transform this into a new (mk, kno)-channel code
by concatenating k codewords. But this channel has the same rate. Hence choosing k&
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large enough contradicts the estimate (4.3)). This is often called the weak converse of the
channel coding theorem. There also exists a strong converse (which do not prove) that

1
Oim > C + € for some € > 0.

Lemma 4.18. Let W,W be defined as in the proof of Theorem.13| Then P (W * W) -0

as n — oo,

shows thate — 1 as n — oo if

Proof [not examinable]. Denote with E; the event that the random codeword for i and
the channel output are jointly typical. By construction of the random code, ¢; is the same
for all messages i € {1,...,m}, hence enax = €; (both errors are expectations over the
draw of the codewords). By the union bound for probabilities
m
emaxzelzP(thlIW:l):P <P(E{IW=1)+ ) P(EW=1)
i=1

EfUUEl-|W:1
i=2

By joint typicality, P (EC|W = 1) < § and P(E;|W = 1) < 27"0X¥)73¢) for n Jarge enough.
Hence,

IA

m
€ _ Y)—
€max §+ § 2 n(I(X;Y)-3¢)
i=2
n(I(X;Y)-3€)

§+m2_

E + 2—3n62—n(I(X;Y)—R)+1

< €
for large enough n and R < I(X;Y). O

4.5. Channel codes. How to find a good channel code?

e If n is fixed we could try to search all possible codebooks. There are |X|™"
codewords and if the rate of the code is assumed to be close to C then m is
approximately |X|", hence we need to search over approximately|X|"¥ " which
is computationally infeasible.

e We could try to use a randomly generated channel code as in above proof. Above
argument shows that is likely to be a good channel code for large n. Unfortunately,
such a code is difficult to use in practice:

— there are 2R+ codewords, i.e. to encode a message we need to store a table
that grows exponentially with n,

— the decoder needs to decide which of the 278+! messages was transmitted,
which again takes an exponential amount of time.

In fact, it took a long time after Shannon’s proof of the existence of codes achieving rate
C to find useful constructions. Breakthroughs are *72 Justesen, 93 Berrou et al, and *97
MacKay and Neal. The unifying idea of all these codes it introduce some redundancy
such that a perturbed message can still be recovered. There are two big classes of codes
used nowadays
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(1) block codes: encode a block of information into a codeword but there is no depen-
dence on past information. Examples include Hamming codes, Reed—Muller/Solomon
codes, BCH codes, etc

(2) convolutional codes: are more complicated since they use dependicies on the
past inputs.

The search for optimal and practical codes is still an active area of research. In general
this is a complicated topic that requires lots of algebra. We only study Hamming codes
on Sheet 4.

4.6. Channel coding with non-iid input. It is natural to ask whether one can combine
Shannon’s two theorems: given a signal such as digitized speech, the obvious approach
is to first apply symbol coding for compression, Theorem [2.7] and then apply channel
coding, Theorem[.13] to send this compressed signal through our channel. Two questions
arise: firstly, is this two-stage approach optimal? An alternative is to directly feed the
digitized signal into channel coding without an extra compression layer before. Secondly,
the channel input will not be an iid sequence. This is a case that needs discussion even
without

We first address the second question by showing that the notion of entropy extends
to sequences of (possibly dependent) random variables. We use this in the next section
answer to answer the first question of optimality.

Definition 4.19. A discrete stochastic process is a sequence X = (X;);»; of discrete
random variables. We say that a stochastic process is stationary if

P(Xl = xl,...,Xn = xn) =P(X1+j = xl,...,Xn+j :x,,)
for all n,j and xy,...,x, € X.

A special case is a stochastic process with X; iid but much more complicated statistical
dependencies can occur between the X;.

Definition 4.20. The entropy rate of a stochastic process X = (X;); is defined as
1
H(X)=lim —H(Xj,...,Xp)
n—oon
whenever this limit exists.

Obviously, if X; are iid then the entropy rate exists and H (X) =lim % (HX)+---+H(X,))=
H (X1). However, already for the case when the X; are independent but not identically
distributed the above limit does not necessarily exists (e.g. binary variables X; with
P(X; =1)=0.5if loglogi € (2k,2k + 1] andP(X; = 1) = 0) if loglogi € (2k + 1,2k + 2]
for k =0,1,2,... gives long stretches with H (X;) = 1 followed by exponentially longer
stretches of H (X;) = 0, hence the running average will oscillate between 0 and 1).

Theorem 4.21. For stationary stochastic processes X, the entropy rate exists and
H(X) =1lim; 0 H(anxn—l’ ce e Xl)

We prepare the proof with two Lemmas
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Lemma 4.22. For a stationary stochastic process X, n — H (X,|X-1,...,X1) is non-
increasing and the limit lim, e H (X,,| X,—1, . . ., X1) exists.

Proof. H(Xp+1| X, ..., X1) < H( X411 X0, ..., X2) = H(X,| X1, . .., X1) where we used
that conditioning reduces entropy and for the second equality the stationarity. Since
H(X,|X,-1,...,X1) = 0 the limit exists. O

Lemma 4.23 (Cesaro mean). If lima, = a then lim,,_,«, rll 2 a; =a.

Proof. For € > 0 there exists a ng such that for all n > ng, |a, —a| < €. Hence

1 < 1 < 1 & n-ny 1<
—Zai—a S—Zlai—a|£—2|ai—a|+ ES—Zlai—a|+e
" s g " =

i=1
Sending n — oo makes the first term vanish and the result follows. m]

We now can give a proof of Theorem [4.21]
Proof of Theorem By the chain rule for conditional entropy,

H(X,,.... X 1 ©
H X, o Xo) —ZH(Xilxi—l,---,Xl)-
n ni:l

By above Lemma [4.22] the conditional entropies converge. Using Cesaro means, Lemma

4.23| the above running average of conditional entropies converges to lim,,—,co H (X;| X1, . -

O
Example 4.24. A discrete stochastic process X = (X;);»; is a Markov chain if
P(Xp+1 = Xpe1 | X1 = X1, X = X0) = P(Xps1 = X1 X = X)
for all n and all x1,...,x, € X. A Markov chain is time-invariant if
P(Xy41 = b|X, =a) =P(X; =a|X; = D)

for all n and all @, b € X. A time-invariant Markov chain with state space X = {x1,..., X}
is characterized by its initial state X; and its probability transition matrix (P;;) where P;; :=
P (X1 = x| X2 = x;). In this case, the pmf of X, is given as px,., (xj) = X px, (x;) P;j.

Given a time-invariant Markov process X, a distribution on X such that the distribution
X,+1 equals the same as the distribution of X,, for all n is called stationary distribution of
X. Hence, a pmf p on X is a stationary distribution, if u; = 3./ | u; P;; for all j where
i = p(x;), or in matrix notation

HUP = pu.

A time-invariant Markov chain with stationary distribution u and initial state X; ~ y is a
stationary stochastic process and its entropy rate is given by

7‘{(X) = nli_)n‘}oH(Xn|Xn_1, .o .,X]) = ”11_)1’1010H(X,1|Xn_1) = H(XQlX]).

LX)



B8.4 INFORMATION THEORY 38

Using the definition of conditional entropy this becomes

H(X) = ZP(Xl—x,)H(leXl—x,)— Z,u,(ZP,,logP,,) — " piPijlog P;j.

LJ

Example 4.25. Let X = (X;) be Markov chain with two states X = {a, b} and P(X, = b|X| = a) =
a, P(X, = a|X, = b) = B, that is

[ 1-a «a
A

Then the stationary distributions is u(a) = % u(b) = ﬁ If X| ~ u then
B

o
H(X)= mh(OJH‘ mh(ﬁ)

where & (a) resp. h () denotes the entropy of a Bernoulli random variable with probability
a resp. S.
Example 4.26. Consider a connected®| graph (V, E) with vertices V = {1,...,m}. Asso-

ciate with the edge connecting node i and j a weight w;; = w;; > 0 (if there’s no edge, set
w;; = 0). Define a Markov chain on the set of vertices V by
Pij =P(Xps1 = j|Xn =10) = #
2 k=1 Wik
(Choose the next vertex at random from the neigboring vertices, with probabilities
proportional to the weight of the connecting edge). We can guess the stationary
distribution: the probability of being at vertex i should be proportional to the total weight

of the edges emanating from this vertex. That is, if we denote the total weight of edges
connecting to vertex i

Z w;; and the sum of weight of all edges w = Z Wij
J Ljij>i
then }; w; = 2w and we expect that y; = 5. Indeed, we can directly verify uP = p,

W’W’J__ e = L — .
Z,u, i 2w w; ZZWWU_ZW_'U]'

It is interesting to note that y; does not change if the edge weights connecting to vertex i
stay the same, but the other weights are changed subject to having the same total weight.
To calculate the entropy rate

H(X)=H(Xz2|X;) = —ZuiZPij log P;;

s

8 A graph is connected if every pair of vertices can be connected by a path of edges.
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In practice, one often is not directly interested in the Markov chain X = (X;) but to
understand functions Y; = ¢ (X;) of the Markov chain, resp. the process Y = (Y;); for
example think of X as a complicated system that evolves over time but we only observe
the current state of the system partially. A basic question is to determine the entropy rate
of the stochastic process Y. This is a complicated question since in general Y itself is not
a Markov chain so we can’t directly apply the results of the previous section (exercise
prove that Y is Markov iff @ is injective or constant). However, we know that H (Y) is
well-defined since Y is stationary.

A firstapproach is to simply estimate H (Y) by the first n observations as H (Y,|Y,—1, . .., 11).
However, the convergence H (Y) = lim, H (¥,,|Y,,—1,...,Y1) can be very slow so we have
no means to decide whether this estimate is good for a given n! The theorem below
shows that the difference H (Y, |Y,,—1,...,Y1) — H (Y,|Y,—1, ..., Y1, X1) gives guarantees for
the goodness of this estimate.

Theorem 4.27. Let X = (X;);», be a stationary Markov chain and ¢ : X — Y. Let
Y =(Y);s1 withY; :==¢(X;). Then

H(Ynlyl’l—b' . '7Y1’X1) S 7-{(Y) S H(Yl’llyn—l’ . '9Y1)
and H(Y) =1imy_eo H (G| Yo, - ., Y1, X1) = liMyoseo H (Y| Y1, - ., 1)

Since H (Y,|Y,-1,...,Y1) convergens monotonically from above to H (Y), the theorem
follows by combining the following two lemmas

Lemma 4.28. H(Y,|Y,_1,....150, X]) < H ()
Proof. Using that Y] = ¢ (X)), the Markovianity of X, that ¥; = ¢ (X;) we get
H YY1, ... Yo, X1) = H( Vo1, .., 12, 11, X0)
=H Y1y Y0, Y1, X1, X0, X1, Xk)
=HY|Y-1,.. . Y2, 11, X1, Xo, Xo15 -+ o, Xt Yo, - - -, Yoi)
Now using that conditioning reduces entropy we further estimate that for all £
<HW|Yo-1,.- - 11, Y0, ... Yok)
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= H(Yn+k+1 |Yn+k, .- -,Yl) .

Hence,
H(Ynlyn—l’ . '7Y27 Xl) < IIIEnH(Yn+k+1 |Yl’l+k7 v -’Yl) = 7_{(Y) .

Lemma 4.29. H(Y,|Y,,—1,....Y1) - H,|Y-1,...,Y1,X1) > 0 as n — oo.

Proof. 1(X1;Yy| Yt Y1) = HYyYet, .. . YD) = HTy|Yuors - ... Y1, Xi). Since I(X1: Y Yooty .. Y1) <
H(X))and n+— I(X1;Y,,Y,_1,...,Y1) increases, the limit

limI(Xl;Yn»Yn—la .. -»Yl) < H(Xl)
n

exists. By the chain rule
n
L(Xt3 Y Yo, Y1) = D T (X ¥lYiy, . )
i=1
so combining with the above we get

00> H(X))2 Y I(Xi; %Yy, Y1)

i=1

4.7. Combining symbol and channel coding for DMCs [Section is not exam-
inable]. Consider a source that generates symbols from a finite set V. We model
this source as a discrete stochastic process V = (V;) with state space V. Our goal is
to transmit a sequence of symbols V" := (V},...,V,) over a DMC. Therefore we use a
coder ¢ : V" — X" and recover V" from the output sequence V" by using a decoder

d:Y" — V". We want to do this is such a way that P (V” * V") is small.

Theorem 4.30. Let (X,M,Y) be DMC with channel capacity C. Let V = (V;);s1 be a
discrete stochastic process in a finite state space V. If V satisifies the AEP and

HV)<C

then for every € > O there existsan > 1, amap ¢ : V" — X", andamap d : Y" — V such
that P (V” * V”) < €. Conversely, for any stationary stochastic process V, if H(V) > C,

there exists a constant ¢ > 0 such that P (V” * V”) > 0 for any coder-decoder pair, for
anyn > 1.

Sketch of Proof. There exists a typical set 7;(") of size ‘7;(") < 2"HWV)+€) guch that

P (V” € 7;(")) > 1—-€. Now consider a coder that only encodes elements in 7;(”) and
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elements in V ”\7;(") are all encoded as the same codeword (representing error). We
need at at most

n(HOV)+e)

bits to index elements in 72("). Using channel coding we can transmit such an index with
probability of error less than
H(V)+e=R<C.

The decoder reconstructs V" by enumerating the typical set 7;(") and decoding the received
index Y" = (1,...,Y,) to get V. Then for a large enough n,

P (V" + \7") <P (V” ¢ 7;<”)) +P (d(Y”) £ VIV € 7;(")) <e+te.
This shows the first part of the theorem (achievability). For the second part (optimality)
we need to show that
P(v"# V") >0
implies H (V) < C for any sequence (c",d") of channel codes. By Fano’s inequality
H(V”W") <1 +P(\7" + v) log [V"]

:1+P(V”¢V)nlog|q/|.

Now
HV,,....V,
H(V) < W )

| o )

=~ (Vi Vol Vi V) =1 (V7507
n n
| ) 1 )

<- (1 +P(V” + v"))nlogm +—1(V";V")
n n

1 . 1
<- (1 +P(V” + V"))nlongl = I(Xy . X YY)
n n

1 )
< —+]P(V”¢V”)log|(V|+C
n

where we used: the definition of entropy rate, the definition of mutual information,
Fano’s inequality, the data processing inequality, and finally, the definition of capacity of
a DMC. Letting n — oo finishes the proof since

H (V) < log |V lim P(V” + V”) +C=cC.
n—oo
O
We emphasize that above theorem makes no assumptions on the stochastic process V
other than that the AEP holds; the sequence of random variables (Vi,...,V,) can have
very complciated dependencies. Most importantly, the theorem implies that a two-stage

approach — given by firstly using symbol coding and then applying channel coding —
achieves the same rates as dapplying source coding alone. This two-stage approach is
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advantageous from an engineering perspective since it divides a complicated problem
into two smaller problems.

To sum up: source coding compresses the information using that by the AEP there
exists a set of small cardinality ~ 2" that carries most of the probability mass. Hence,
we can use H bits per symbol to use a symbol code to compress the source. Channel
coding uses that by the joint AEP, we have for large n with high probability that input and
output are jointly typical; only with probability ~ 27" any other codeword will be jointly
typical. Thus we can 2" codewords. Theorem shows that we can design source
code and channel code separately without loss of performance.
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APPENDIX A. PROBABILITY THEORY

We briefly recall and introduce basic notation from probablity theory. We refer the
reader to [3, 4] for an elementary introduction to probabilty theory and to [2, 5] for a
more exhaustive treatment.

A.1. Measure theory. A measurable space (X, A) consists of a set X and and a
o-algebra A, that is a collection A of subsets of X such that

(1) XeA
(2) A € Aimplies A € A
(3) if A, € A then (U,,ciy An) € A

Example A.1.

e X={a,b,c,d} and A={0,{a,b},{c,d},{a,b,c,d}}.
e X =R and A is the smallest o-algebra that contains all open sets. (“Borel
o-algebra”).

Given two measurable spaces (X}, A;) and (X5, Az), we call a map X : X — X,
measurable with respect to A\ A, if

X1(A) e A VA € A,.

It is a good exercise to show that the space of measurable maps (with respect to A;\A»)
is closed under addition, scalar multiplication, liminf, limsup, etc.
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A.2. Probabilty spaces. A probability space (Q, F,P) is a measurable space (€, F)
together with a map P: & — [0, 1] such that

(1) P(Q) =1,
(2) (o-additivity) P(U, A,) = 2 P(A,) for disjoint (A,) C ¥ (i.e. A;NA; =0 for
i #j),

We refer to Q as sample space, and to elements of ¥ as events. A (¥ /A)-measurable
map X : Q — X from Q to another measurable space X with o-algebra A is called a
random variable.

1 ifo=H
Example A.2. Let Q = (K.}, = (0. H.T.{H.T}} and X (@) = § Tf‘” . with
ifw=
state space X = {H,T}. Given p,q € [0, 1] can define two probablity measures P,Q by
setting P(X = H) = p, Q(X =T) = q. A player flips a coin and wins one pound if it is a
head, otherwise the player wins nothing. We can model this as follows: let Q = {H,T},

F ={0,H,T,{H,T}} and
{1 ifw=H
X(w)=

0 ifw=T"

Example A.3. Let Q = {H, T}N, let ¥ be the smallest o-algebra that contains the set
1 ifw,=H . .
{(w=(w;) eQ:w, €{HT})}. Then X, (w) := ) is a random variable on
0 ifw,=T
(Q,F) and so is
Xi+---+X,

(the number of heads in n coin tosses).

We call two events A, B € ¥ independent events if
P(ANB)=P(A)P(B).

Otherwise, we call them dependent. Given two random variables on (Q, ¥,P) we
say that X and Y are independent if {X € A} and {Y € B} are independent for all
measurable A, B. In the case of the discrete random variables, it is sufficient to require
P(X=x,Y=y)=P(X=x)P(Y=y)forall x € X(Q), y €Y (Q).

A.3. Discrete random variables. Throughout this course, we are mostly interested in
random variables that take values in a countable set. More precisely, we call
X:Q—->R

a discrete rv, if the image X (Q) is a countable subset of R and X~ ({x}) € F for all
x € R. In this course, we often denote the image of X with X. Given a probablity space
(Q, 7,P) and a discrete random variable X, we call

px(x) :=P(X =x)
the probability mass function (pmf) of X (also distribution of X).
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1 ifwo=H
Example A.d. Let Q= (H.T}, 7 = (0.H.T.{(H.T}} and X (@) = ?f“’ - with
ifw=
state space X = {H,T}. Given p,q € [0, 1] can define two probablity measures P,Q by
settingP(X=H)=p,Q(X=H)=gq.
We can regard two discrete rv X,Y with state spaces X,Y as one discrete rv (X,Y)
with state space X X Y. We call

PX,Y(X,)’) = P(X = X’Y = y) = P((X’Y) = (x,y))
the joint pmf of X,Y. Given a pmf on X X Y we call
px (x):= ZPX,Y(X,y)
yey

the marginal on X.

A.4. Expectation. Given a probablity space (€, ¥, P) and a discrete random variable
X:Q— X CR, we call

E[X]:= ZxP(X =Xx)
xeX

the expectation of X whenever this sum converges absolutely. If X and Y are discrete rv
defined on (Q, 7,P) then X L Y iff

E[f (X)g ()] =E[f (X)]E[g ()]
for all functions f,g for which the two expectations on the right hand side exists. We call
Var[X]:=E[(X -E[X])?]
the variance of X (if this expectation exists) and
Cov[X, Y| =E[(X-E[X])(Y-E[Y])]

the covariance of X and Y.

A.5. Conditional Probabilties and conditional Expectations. Given a probablity
space (Q,7,P) and A € ¥ with P(A) > 0, we define the conditional probability
P(|A): F —[0,1] as
P(ANB)

P(A)
Note that (Q, 7,Q4) is a probability space where Q4 (-) := P(-|A). Given two discrete rv
X, Y we call

P(B|A) =

pxy(xy) .
: if px (x) #0,
Prix V|x) 1= pyjx=x () :=P(¥ = y|X =x) =4 PxW) ,
0 otherwise.

the conditional pmf of Y given X.
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If Ae ¥ with P(A) > 0 and X is a discrete random variable, then define the conditional
expectation of X given A as

E[X|A] := Z xP(X = x|A).
xeX

We often apply this with A = {Y = y} where Y is another discrete random variable, i.e.
E[X|A] =E[X|Y =y].

AprPENDIX B. CONVEXITY

Definition B.1. We call f : R — R be convex, if
fAx+(1-2)y) <Af(x)+(1-2) f(y)

for all x,y e R and A € [0, 1]. We call f strictly convex if above is a strict inequality for
all 1€ (0,1).

Theorem B.2 (Jensen’s inequality). Let X a real-valued random variable such that E[X]|
exists. If ¢ : R — R is a convex function such that E[|¢(X)|] < oo, then

e(E[X]) <E[e(X)].
If ¢ is strictly convex, equality holds iff X is constant with probability one.
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