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Integers modulo N

Euclidean division: given two integers a, b, with b # 0, there
exist unique g, r € Z such that a = bg + r, with 0 < r < |b|.
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Euclidean division: given two integers a, b, with b # 0, there
exist unique g, r € Z such that a = bg + r, with 0 < r < |b|.

Given a positive integer N, and a,b € Z:

= a (mod N) denotes the reminder of @ when divided by N;

= [a]y is the set of all integers having the same reminder of a
when divided by N;

= we write a = b (mod N) if [a|y = [b]n.
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Integers modulo N

Euclidean division: given two integers a, b, with b # 0, there
exist unique g, r € Z such that a = bg + r, with 0 < r < |b|.

Given a positive integer N, and a,b € Z:

= a (mod N) denotes the reminder of @ when divided by N;

= [a]y is the set of all integers having the same reminder of a
when divided by N;

= we write a = b (mod N) if [a|y = [b]n.

Zy ={[i]y | i=0,1,...,N — 1} is the set of integers modulo N.
Two binary operations can be defined on Zy:

lalv + [bly == [a + D], [a]n - [b]y := [ab]y. oos
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Integers modulo N

= (Zn,+,-) is an abelian ring ([0]y is the zero element, [1]y is
the identity).

= [a]y is invertible if there exists [b]y € Zy such that
[aly - [bly = [1]w-
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Integers modulo N

-

(Zn,+,-) is an abelian ring ([0]y is the zero element, [1]y is
the identity).

[a]y is invertible if there exists [b]y € Zy such that
[aly - [bly = [1]w-

Which are the invertible elements in Zy \ {[0]n}?

Given a,b € Z, a is divided by b if a = bc for some ¢ € Z.

The greatest common divisor ged(a, b) of a,b € Z is the
biggest integer dividing both a and b.

For a,b € Z, gcd(a, b) is the smallest positive integer of the
form aX + bY, with X, Y € Z.
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Integers modulo N

Proposition
Given two integers b > 1 and N > 1, [b]y is invertible if and only
ifged(b,N) =1 (i.e. b and N are relatively prime).
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Integers modulo N

Proposition
Given two integers b > 1 and N > 1, [b]y is invertible if and only
ifged(b,N) =1 (i.e. b and N are relatively prime).

= The set Zy = {[b]y € Zy | ged(b,N) = 1} contains all the
invertible elements of Zy \ {[0]n}.

= (Zy,-) is a group.
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Integers modulo N

Proposition
Given two integers b > 1 and N > 1, [b]y is invertible if and only
ifged(b,N) =1 (i.e. b and N are relatively prime).

Lo

The set Zy = {[b]y € Zn | gcd(b,N) = 1} contains all the
invertible elements of Zy \ {[0]n}.

(Zy,-) is a group.

Define ¢(N) as the cardinality of Zy (¢ : N — N is called
the Euler phi function).

If N is a prime, then ¢(N) =N — 1. If N =pq is a
semi-prime (product of two primes), ¢(N) = (p —1)(g — 1).
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Integers modulo N

Proposition
If (G, ) is a finite abelian group of cardinality m, then g" =1 for
every g € G.
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Integers modulo N

Proposition
If (G, ) is a finite abelian group of cardinality m, then g" =1 for
every g € G.

* For [d]y € Z};, we have ([a]y)*™) = [1]y.

= Let e € Z be relatively prime with N. Then the map:

fe(Ww) = (Hv)°

is a permutation of Zy. Indeed, its inverse is the map f,
where d is such that [d]sw)lelovy = [ow)
(de = La(N) + 1, (Wn)**™ = [1]v and ([x]n)?™* = [x])
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The factoring problem

Let GenModulus be a PPT algorithm that, on input n, returns
(N,p,q), where N = pg and p, g are n-bit primes.
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The factoring problem

Let GenModulus be a PPT algorithm that, on input n, returns
(N,p,q), where N = pg and p, g are n-bit primes.

In the experiment Factor 4 GenModulus (%), the adversary A is
given the composite number N output by GenModulus on input
n, and has to determine the divisors p, g.

Factoring is hard relative to GenModulus if, for every A, their
success probability in the above experiment is negligible in n.
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The factoring problem

Let GenModulus be a PPT algorithm that, on input n, returns
(N,p,q), where N = pg and p, g are n-bit primes.

In the experiment Factor 4 GenModulus (%), the adversary A is
given the composite number N output by GenModulus on input
n, and has to determine the divisors p, g.

Factoring is hard relative to GenModulus if, for every A, their
success probability in the above experiment is negligible in n.

Factoring assumption: there exists a GenModulus relative to
which factoring is hard.
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The RSA problem

Let GenRSA be a PPT algorithm that, on input n, outputs
(N,p,q,e,d), where p and g are n-bit primes, N = pq, and
el vy = [Hpw)-
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The RSA problem

Let GenRSA be a PPT algorithm that, on input n, outputs
(N,p,q,e,d), where p and g are n-bit primes, N = pq, and
lelo[d] o) = [Hpw)-
In the experiment RSA — inv 4 genrsa (1):

= GenRSA is run on input n;

= the adversary A is given N, e and a uniform element
DIy € Zy;
= A has to determine [x]y € Zy such that ([x]y)¢ = [y]n-

The RSA problem is hard relative to GenRSA if, for every A,

their success probability in the above experiment is negligible in
n.
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The RSA problem

Let GenRSA be a PPT algorithm that, on input n, outputs
(N,p,q,e,d), where p and g are n-bit primes, N = pq, and

lelovy [l vy = [Lp)-
In the experiment RSA — inv 4 genrsa (1):

= GenRSA is run on input n;

= the adversary A is given N, e and a uniform element
DIy € Zy;
= A has to determine [x]y € Zy such that ([x]y)¢ = [y]n-

The RSA problem is hard relative to GenRSA if, for every A,
their success probability in the above experiment is negligible in
n.

RSA assumption: there exists a GenRSA relative to which the
RSA problem is hard. o4
B




Relationship between the two Assumptions

If the factorisation of N is known, it is possible to compute ¢(N)
and hence [d]4y) = ([e]¢(N))_1.

The other implication is still open! The best we can say is:

Theorem

Given a composite integer N and integers e, d such that
lelov[d]ovy = [Lgv), there is a PPT algorithm that can output
a factor of N except with negligible probability (in |N||).
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Prime numbers

If a positive integer a divides b € Z, we call a a divisor of b. If
a ¢ {1,b}, a is said a non trivial divisor of b.

A positive integer p is prime if it has only trivial divisors.
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Prime numbers

If a positive integer a divides b € Z, we call a a divisor of b. If
a ¢ {1,b}, a is said a non trivial divisor of b.

A positive integer p is prime if it has only trivial divisors.

= There are infinitely many primes.

= Fundamental Theorem of Arithmetic: any n € Z can be
decomposed uniquely as a product of prime numbers.

= Bertrand’s postulate: for any n € N\ {0}, the fraction of
n-bit integers that are prime is at least 1/3n.
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Prime numbers

If a positive integer a divides b € Z, we call a a divisor of b. If
a ¢ {1,b}, a is said a non trivial divisor of b.

A positive integer p is prime if it has only trivial divisors.

= There are infinitely many primes.

= Fundamental Theorem of Arithmetic: any n € Z can be
decomposed uniquely as a product of prime numbers.

= Bertrand’s postulate: for any n € N\ {0}, the fraction of
n-bit integers that are prime is at least 1/3n.

How to efficiently generate random n-bit primes?
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Generating Random Primes

Naive approach: pick random n-bit integers and check if they
are prime.

Input : length n, parameter ¢
fori=1,...,tdo

P« {0,1}"
p=1[p'
if Primality_test(p) = 1
return p
return L
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Generating Random Primes

Set t = 3n%. Then the probability that the previous algorithm
does not output a prime in ¢ iterations is at most

()= ((-5) ) <eres

since (1 — 1/x)* < e~ ! for all x > 1.

This probability is negligible in n.
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Generating Random Primes

Set t = 3n%. Then the probability that the previous algorithm
does not output a prime in ¢ iterations is at most

()= ((-5) ) <eres

since (1 — 1/x)* < e~ ! for all x > 1.

This probability is negligible in n.

We still need to study algorithms that test primality.
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Primality testing algorithms

On input a n € N, they decide whether n is prime or not.

There exist deterministic algorithms (see the AKS test,
proposed in 2002).

In practice, probabilistic algorithms are used, since they are
much faster.

Probabilistic algorithms have a small probability to return
“prime” for composite numbers.
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Fermat’s little theorem: if n is prime, then ([a],)" " = [1], for
all [a], € Zj,.
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Fermat’s little theorem: if n is prime, then ([a],)" " = [1], for

all [a], € Zj,.

Idea: choose a uniform a € {1,2,...,n — 1} and check whether
([a],)"~* = [1],. If not, then n is composite.

Anya€{1,2,...,n—1} s.t. ([a],)" ! # [1], is a witness that n
is composite
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Input : integer n, parameter ¢
fori=1,...,tdo
a+—{1,2--- ,n—1}
if ([a]a)" ™" # (1
return “composite”

return “prime”
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Input : integer n, parameter ¢
fori=1,...,tdo
a+—{1,2--- ,n—1}
if ([a]a)" ™" # (1
return “composite”

return “prime”

Theorem
If the set { witnesses}, of witnesses that n is composite is not
empty, then

|{witnesses},| > |Z;]|/2.
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Input : integer n, parameter ¢
fori=1,...,tdo
a+—{1,2--- ,n—1}
if ([a]a)" ™" # (1
return “composite”

return “prime”

Theorem

If the set { witnesses}, of witnesses that n is composite is not
empty, then
|{witnesses},| > |Z;|/2.

Having a witness is not necessary for being composite.

14/24
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Testing Primality

Carmichael numbers: composite numbers that do not have any
witnesses.

Fermat test needs to be refined.
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Testing Primality

Carmichael numbers: composite numbers that do not have any
witnesses.

Fermat test needs to be refined.

* Let n— 1 =2, where u is odd and k > 1 (n is odd).
* Fermat test for n checks if ([a],)" ™ = ([a]n)Qk” = [1]p.

* What about ([a],)", ([a],)*, - ,([a]n)2k_1“?
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Testing Primality

Carmichael numbers: composite numbers that do not have any
witnesses.

Fermat test needs to be refined.

"

Let n — 1 = 2u, where u is odd and k > 1 (n is odd).
Fermat test for n checks if ([a],)" " = ([a]n)Qk” = [1]p.
What about ([ala)", ([a]a)?, -+ , ([a]a)? 2

b e

A strong witness that n is composite is an element
a€{1,2...,n— 1} such that

# (laln)" # £
= ([a])*" # [, forallie {1,--- ,k—1}
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Testing Primality

Theorem

Letn be an odd positive integer that is not a prime power. Then
we have that at least half of the elements of Z,, are strong
witnesses that n is composite.

Testing whether n is a perfect power (power of an integer, not
necessarily prime) can be done in polynomial time.

16/24



Miller-Rabin test

Input : integer n > 2, parameter ¢
if n is even
return “composite”
if n is a perfect power
return “composite”
determine u, k s.t. n — 1 := 2%u, where u is odd and k > 1
forj=1,...,tdo
a+{1,---,n—1}
if ([a],)" # =[1], and ([a]a)*" # —[L], for i € {1,--- k= 1}
return “composite”

return “prime”
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Miller-Rabin test

Theorem

If n is prime, then the Miller-Rabin test always outputs “‘prime”.

If n is composite, the algorithm outputs “composite” except with
probability at most 27".
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Quadratic Residues

Definition
For any positive integer m, we define the set of quadratic
residues modulo m as

OR(m) := {a € Z,,| 3b € 7Z,, such that b* = a}.
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Quadratic Residues

Definition
For any positive integer m, we define the set of quadratic
residues modulo m as

OR(m) := {a € Z,,| 3b € 7Z,, such that b* = a}.

Theorem
Given a prime p > 2, for each a € OR(p) N Z, there exist two
elements b, b’ € Z; s.t. b* = (V')* = a.
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Quadratic Residues

Definition
Given a prime p > 2 and an integer x s.t. [x], € Z,, we define
the Legendre symbol of x modulo p as follows:

(41 it [x, € OR(Y)
Lpx) = {—1 if (], & OR(p).
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Quadratic Residues

Definition
Given a prime p > 2 and an integer x s.t. [x], € Z,, we define
the Legendre symbol of x modulo p as follows:

oo [+ Ty € ORE)
PE 21 i ], € OR().

Theorem
Given a prime p > 2 and an integer x s.t. [x], € Z,, we have

p—1

[L,(0)]p = ([x]p) =
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Quadratic Residues

Theorem

Let N = pq - where p and g are distinct primes - and let y be an
integer such that [y|y € Zx. Then [y]y € OR(N) if and only if
by € OR(p) and [y], € OR(q).
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Quadratic Residues

Theorem

Let N = pq - where p and g are distinct primes - and let y be an
integer such that [y|y € Zx. Then [y]y € OR(N) if and only if
by € OR(p) and [y], € OR(q).

Theorem

Let N = pq, where p and q are two distinct odd primes. Given
x, % 8.t [x]3 = [X]% but [x]y # £[X]n, it is possible to factor N in
time polynomial in ||N/||.
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Quadratic Residues

Theorem

Let N = pq - where p and g are distinct primes - and let y be an
integer such that [y|y € Zx. Then [y]y € OR(N) if and only if
by € OR(p) and [y], € OR(q).

Theorem

Let N = pq, where p and q are two distinct odd primes. Given
x, % 8.t [x]3 = [X]% but [x]y # £[X]n, it is possible to factor N in
time polynomial in ||N/||.

Theorem

Let N = pq, where p and q are two distinct odd primes such that
[pla = [q]a = [3]4. Then every quadratic residue modulo N has
exactly one square root that belongs to QR(N).
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