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Hash-based Signatures
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No reliance on number-theoretic hardness assumptions.

Security proofs given in the standard model.

Believed to be post-quantum secure.



Lamport’s Signature Scheme
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Proposed by Leslie Lamport in 1979.

It is a one-time secure signature scheme.

One-time security: A can query the signing oracle on one
message in the Sigforge

A,S (n) experiment.

One-time secure signature schemes are usually used as building
blocks for other cryptosystems.



Lamport’s Signature Scheme
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Example (Katz-Lindell book)
Consider a 3-bit message m = 011 and a hash function H.

Let the private key and public key be as follows:

SK =

(
x1,0 x2,0 x3,0
x1,1 x2,1 x3,1

)
PK =

(
y1,0 y2,0 y3,0
y1,1 y2,1 y3,1

)
,

where {xi,j} are chosen uniformly at random from {0, 1}n

and yi,j = H(xi,j), for i = 1, 2, 3 and j = 0, 1.

The signature is σ = (x1,0, x2,1, x3,1).

The verification-algorithms checks if

H(x1,0)
?
= y1,0 H(x2,1)

?
= y2,1 H(x3,1)

?
= y3,1



Lamport’s Signature Scheme
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Given a hash function H, the Lamport’s signature scheme
(KeyGen, Sign,Verify) for messages of length `(n) is defined as
follows.

(PK,SK)← KeyGen(n): on input a security parameter n,
it sets

PK =

(
x1,0 x2,0 . . . x`,0
x1,1 x2,1 . . . x`,1

)
SK =

(
y1,0 y2,0 . . . y`,0
y1,1 y2,1 . . . y`,1

)
,

where {xi,j} are chosen uniformly at random from {0, 1}n

and yi,j = H(xi,j), for i = 1, . . . , ` and j = 0, 1.

Sign← Sign(SK,m ∈ {0, 1}`): the signature σ is set to
(x1,m1 , . . . , x`,m`

), where m = m1 . . .m`.

Verify(PK,m, σ): given a public key, a message m1 . . .m`

and a signature σ = (σ1, . . . , σ`), it outputs 1 if
H(σi) = yi,mi ∀i ∈ {1, . . . , `}, 0 otherwise.



Lamport’s Signature Scheme
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In the security game, A can learn only one signature on a
message m of their choice.

A has to output a signature on a new message m′. The
signature will then involve some new xi,j, say x1,1.

If the forged signature is valid, A managed to compute the
preimage of y1,1, that is part of the public key.

This cannot happen if H is a preimage-resistant hash function.



Security of Lamport’s Signature Scheme
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Theorem
If H is a preimage-resistant hash function, then the Lamport’s
signature scheme is one-time secure.



Bilinear Maps (Pairings)
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Let G1,G2 and GT be three groups of the same prime order p.

A pairing is an efficiently computable function

e : G1 ×G2 → GT

satisfying the following conditions:

e(ga
1, gb

2) = e(g1, g2)ab, for every g1 ∈ G1, g2 ∈ G2 and
a, b ∈ Zp;

if g1 is a generator of G1 and g2 is a generator of G2, then
e(g1, g2) is a generator of GT (non-degeneracy).



Pairing-based Signatures

9/12

The Tate/Weil pairing maps pairs of elements of elliptic-curve
groups to elements of the multiplicative group of a finite field.

Boneh-Lynn-Shacham signature scheme (2004).

PK = (G1 = G2,GT , p, g, h := gx,H), SK := (x,H),
where H : {0, 1}∗ → G1;

the signature σ on a message m is H(m)x;

the verification algorithm checks whether
e(σ, g) = e(H(m), h).

Boneh-Boyen signature scheme (2004)
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