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Certificates

Digital certificates are used to bind entities to public keys.

A trusted party is needed to start the process.

"

Consider Catherine, with a pair (PKca, SKca), and Bob,
with (PKpg, SKp), and assume Catherine knows PKp.

= Catherine can issue a certificate for Bob’s key, as follows:
certca—p = Sign(SKcy, “Bob’s key is PKp”).

More identifying information about the recipient (Bob in
this example) is usually included.

L
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Certificates and Public Key Infrastructures (PKIs)

Digital certificates are issued within Public Key Infrastractures,
which distribute public keys.

A PKI is specified by:

m

how users learn PKcy;

how Catherine checks that Bob is the legitimate owner of
the public key PKp;

how users decide whether to trust Catherine or not;
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Certificates and Public Key Infrastructures (PKIs)

A Certificate Authority (CA) is a company (or a government
agency) that certifies public keys.

In the simplest form of PKI, the CA is only one.

= Every user has to get PK¢y.

= The key PK¢y can be distributed by physical means, or
embedded in the browser.

= When Alice receives certca_sp, she will be sure that the
certified public key, i.e. PKp, belongs to Bob.
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Certificates and Public Key Infrastructures (PKIs)

A root CA can issue certificates to other CAs, say CA1, CA2,
..., which state:

“CAl’s public key is PK¢41 and it is
trusted to issue other certificates”.
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Certificates and Public Key Infrastructures (PKIs)

A root CA can issue certificates to other CAs, say CA1, CA2,
..., which state:

“CAl’s public key is PK¢41 and it is
trusted to issue other certificates”.

The “web of trust” model is a decentralised model which does
not rely on a root CA.
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Certificates and Public Key Infrastructures (PKIs)

Procedures to invalidate certificates are essential.
Expiration: an expiry date is included in each certificate.

Revocation: a serial number is included in each certificate, and
a certificate revocation list is managed and updated regularly.
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SSL/TLS




SSL/TLS

The Transport Layer Security (TLS) protocol is used to secure
communication over the web.

= Secure Socket Layer (SSL) is the old version, that was
developed by Netscape in the mid-1990s.

= TLS is the new version. Major websites support TLS 1.3
(August 2018), although many websites still use TLS 1.0.

A client (web browser) and a server (website) use the TLS
protocol to share keys, which are then employed to encrypt and
authenticate their communication.
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SSL/TLS

The TLS protocol consists of two phases:

= The handshake protocol: it performs an authenticated
key-exchange mechanism to establish the shared keys.

"

The record layer protocol: it usually uses the shared keys to
encrypt/authenticate the communication between parties.

The TLS protocol usually authenticates servers to clients, and
then clients can authenticate themselves to servers at the
application level by using passwords.
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The Handshake Protocol - 1

= Stepl: C—S-
(versions of TLS it supports, ciphersuites, nonce N¢).

= Step 2: § — C - (Latest version of TLS it supports,
ciphersuites, PKg, cert;_s, nonce Ng).

= Step 3:

= C verifies the certificate against the public key of CA;
(it checks the certificate is valid). If the check is
positive, C will use PKg as the server’s public key.

* (c,pmk) < Encapspg,(n)

» mk + key-derivation function(pmk, N¢, Ns)

= (ke, K, ks, k) < PRG(mk)

* 7c ¢ MACk(transcript : all exchanged messages)
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The Handshake Protocol -2

= Step 4:
= S computes pmk < Decapsgk,(c).
» mk «+ key-derivation function(pmk, N¢, Ng).
= (kc, ke, ks, k) < PRG(mk).
» If Verify, , (transcript, 7¢) # 1, then S aborts.

* Else 75 « MAC, (transcript’), where transcript’ is
transcript U last message from C.

= S—>C-1y

= Step 5: If Verify,, (transcript’, 75) # 1, C aborts.
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The Handshake Protocol -2

= Step 4:
= S computes pmk < Decapsgk,(c).
» mk «+ key-derivation function(pmk, N¢, Ng).
= (kc, ke, ks, k) < PRG(mk).
» If Verify, , (transcript, 7¢) # 1, then S aborts.

* Else 75 « MAC, (transcript’), where transcript’ is
transcript U last message from C.

= S—>C-1y

= Step 5: If Verify,, (transcript’, 75) # 1, C aborts.

At the end of the handshake protocol, the client C and the
server S share the following symmetric keys: kc, kg, ks, k.
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The Record-Layer Protocol

C will use k¢ to encrypt and kg to authenticate messages it
sends. S will do the same with ks and .

S and C will use sequence numbers to prevent replay attacks.

Even TLS 1.2 uses MAC-then-Encrypt paradigm, which is
problematic.
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