A GENTLE INTRODUCTION TO SIDH
Federico Pir\.l’ore

Most of the coyptogrephic schemes which wse elliptic curves base their security on the hardness of the Elliptic Curve Discrete
logerithm Problem (ECDLP). However, we should have said "on the classic hardness" since the ECDLP is hard For classic

)

wmfu"exs bot it is ‘eesy’ For quantum (om':x)\'ers ( thanks to Shor's a,|30ri thm). This means that the e“iphc-cwue cyplosyshens
thet we are currently using would be not secure n the presence of quentum computers.

In recenl yeas, coyptographers have proposed new ways of using elliptic curves fo onstrack ayphaara';buc scheme , whose securi by i
based on 2 ProHem difFerent From the ECDLP. Such & poblem involves the compofetion of a pasticuler map - celled isoqeny -
between two given elliptic cucves, and it is difficult not Just for classic computers, but even for quentum Gomputers (5o foc!).
These proposels led to 2 new branch in crypbojrepky +Tsageny -Besed Gryptoara,fky, The above mentioned feature makes isogeny - bacad
schemes good candi dates For post - quantum cr\”.)t ra’Pl"-y' simnce they cen be mplemenfed by classical compoters,

bub ue resistanl to altecks wnducted by t"u.anhun tompulers,

% fec | ceveral isosem,-besed schemes have been proPosed. Here we want 4o present the (efsua,hly) most famous :
the SUPexsivxﬁuler Tsoqeay Diffie - Mellmen | SIDH in shork. As the neme suﬂﬂests, such 2 protocol 15 & key—exchenf
a Lo DiFFie’- Nellmen’ and it uses isogen]es_

aiq- E"iPtic curves over Finite Fields
Let Fy 2 Finite field ,where q is & prime power ph. We assume p>3.
An eliptic curve E defined over Fq is the locus of zeros of 2 cubic bivarate Polymm,‘al of the form

y2- (34+Ax+B)  with 4A%+2B%%0
where AB belon%s to T to%QH\BX wikh. anohec element 0o , vhich s 2 Formal point called "poink at 'mF'm'\t\/“_ Tn other words:

B {Geye E | (- (x)+ Alxa) +B) v {]
wkece H:;q s the alzaekraic c|osure, ofF Fq
IF Kis an extension Field of Fq,we deFine E (K) as the seb
E (k)= {(xo,yo) e K1 o)= (xo)*+ A (xo) +B} v {w}.

It is Possible ko define 2 sum in E, with. e as the ‘|denb‘uty element. In paticulax,awen Pz (xa,y) , Po= (x2,}e)
in E,\M.I th Pv,Pz# co, We deFine f3= (Xs,y;g): P +P, as

(CORRN(

i z-x,)(xi‘XS) xy,) i€ xg # X,
- {0 W xi=x, and yy 4y, (@ V=)
( _“;1_;1“)2_“1 , (%‘;:—A)(x.-x:)-yi) if P-P. and ye #0
L o0 if P=f and Y1=0

This sum mekes E an 2belian growp We observe that E (k) is @ subqroup of E, for every extension field K of ffy.
In Faxtl cular, EUFq) is a subgrout) ofF E, and it is lled ra,t‘.on3 s“bsm“l’ of E" o gro of cekionel points of E

Tn e Follo N'W%, we inkroduce some Fundymental concepls con cefning elliptic cwrves.

812 - Tocsion subsfoufs
Leb 2 be 2 naturel number. The set of 2-korsion poinfs of E is defined as;
El2)= {PeE|2Ps PP 4P - oo
] { I 2 bimes J

and itis 2 Subjrouf of E. sfiﬁf.\anWsm
t
IF ged (2,p= dan () =1, then ikis possible to prove thet El2l~vZ/22Z T 2/2Z. As 2 ©nsequeace , El2] wnlains 22 elemeats.
diceck produck

The group LY x2/2Z is ot cyclic, but it is Senexeted by two elements.
What does it haPPen when 1=P7. There are two Possabili\:ie,S=

E [P] = {{w}
VALY

In the Firsk case, the ellifk;c curve E is said ordinuy, in the second case E is said s\)?exs]maula,r. Tn the Followivua we will dezl only
wibh, supers‘mou\a: e“lfhc cusves.



* Exemple 1
[P=|q , =2, q: P"‘=36|, E:y7'= x34x (Supeﬁlfgulex)J
El2) is composed by ol the poiats P in E such that P+P= oo, Obviously o ¢ E[2]. From the addibion defined in £

(st ikem) it follows that P=(x,\) # » has ordes 2 if and only if y=o. So to determine El2] we have to solve
the eciua,hon

x3+x =0 &b X (x*+1)=0
whicdh has theee slvfions : x=0, x=*i (noke that (3)=-t.s0 -1is ok 2 square in o, 50 & Belonas to H-'Fz ) We n deduce :
ECa)= {o0, fi=(00), P= (1,0), Py=(-4,0)].
] 1-3-|803e,ni es and isomorPkisms

Given two elliptic curves €4, E, defined over g, an isogeny g: €4 — €, is 2 surgeckive mep such thet:
1) g (@)=

i) & (xy) = UL* m/{q(x) Y ?ii%))) where JF"{“?“‘JZ e E[x]

for PeE,, we have:
dP)-00 b {Z(P)=o.

TF J{LPI 4. 9 belonCﬁs to K[x], whee K is 2 extension Field of Fy, then we sey that the isogeny & is defined over K.
We deFine the deﬁree of g as:

dig (84 max g (12, deg (})].
We e 30‘“\% Lo wnsider only separeble isogenies, For which dﬂ.cd (&) = | ke ().
It is possible to prove that
6P =gP+g Q) YPQekE,

Hence |, if the 1soseny is defined ouer H:c. (or any extension field K)  then the restriction g: Es(R) —E,(F) is 2
gromp komomorpk&sm.

x Examlale 2
[P=|q , m=2 q: P"\-=35|‘ E:yl= X3+ x (SUPers'u:juhx)]

The map:
E — E
| —
00 oo (xt1)* X6 +16x4- 5x2- )
P=lxy) — 2P= (4(xa+x) ! 8(x3+x)

is 2n isogeny defined over T,

We note that ke ()= EL23, 85 we exped:e& Since domain and o -domzin oFL{ wincide ,we say that
Y is an endomorpkism of E.

One of the most relevant results ncerning isogenies be bween e“iptic curves defined over Finite Fields 1s the
ollow‘.

s Take's theorem

Eji\;en Lwo eniPE\C curves defined over |y, Ey and 2, there exisks an is:.aeny g: B =€ defined over Ty
if and on\\’ i

€y (F) [ = | EL (],

A nice propecty of isqenies is that Fhey cen be Tacborised

e lebt E,,E., E3 be e"fPl:ic cuives defined over H:‘\ and #: B 9, g’ E. 58 be two ts-oawﬁes.
Then Z'og: E 5E; 15 an Isogeny and dmb(g'o ¢)=d%(¢')d'?(¢)'

o leb E,Er be two elliptic curves defined over B and le€ g: E, = &, be an 10 eny defined over Fy wi
Then @ cen be factored as @ composition of 1sogenies deFined oves Fq of pfime Cleﬂ‘395~

The efFiciency of isoj%)“based a‘ﬂ*"%ramo schemes celies on the zbove fectorisation meqties‘
fn i503eny

¢: E1 — E,
is an iSomorphism iF its desree is 4 (so KQA.(!Z)):{oo}),

th deﬂree “.



To check If two elliptic curves E4,E. deFined over lﬁl e isomorphic  (over E) we an fe‘\/ on J-invariaals.
The 7-invariaat of 2n elliptic cucve E defined over fq

E:yt= x3 +Ax +B
is defined as

3
J(E) = 1328 4A

4A%423 B?

An impofbnk resulk skates ’cl\at Es, B, axe isomorP‘Mc (over E) i€ and only iF tkey have the same J-'nvariank,

Ous peth Lowsds the nlroduckion of sion is almost wmplete. We need to stete only other two resulbs:
a Tkeorem 1

let E be an eliptic curve defined over T end let H be & Finike sobgroup of E(k), where K 1s an extension Field of Fy.
There ae 2 umque elliptic cucve E'and 2 sepasable o geny

$:- E o5E
soch  that
1) ka (B) = H,
) & and E' are defined over K.

The 150 eny g is unque i the Following sense:1F E" 15 2n e“iptic curve defined over k and 9: E S E" is an 'nssem/ defined over
K soch that ker (¥)=H, then there "—X‘Z‘LS 2 1samocphisn {l €' 9E" defined over k and such bhat )2025:9,

& The e“ipkic cuslve E' s ofFten Jem"etl l))/ E/H.

Velu's Focmoles gqive 2 pro cedmre to coumEe, EIH and &, which hes & w"\p|ex}
opesations in K.

*y linear in [H| 2nd requires Field

IF K is a finite Field , then hsma standard withmetic the PfoczAure wsts O (m (Qna(#k))l) bit opesations, whese m= ||

36\;91\ 2 nekucel number 2 such that %A(g, p= chon GE‘))=1' we can deduco Hak:

+ the isogenies of degree 2 From E are the iSOjennes k&Uin% as kernel SUL)jrouPs of € of order 2 (hence
subgrotps of EC2]).

iF 2is 2 prime, in El21-Z/37x 7 /27 there are exacll

y Z24+14 Subsroups ot orde; 2, S0 H/LQIQ U
QXH—HY 24| 350381\595 of deﬁfee 2 fom E.

* Example 3
[P='°‘ , =2, gzt =3I, E:y2=x3+x (supers'mjuler) , EC2)= {eo, Fi-(00), Po=(4,0), Py= (-L,o)}.]
The Subgvou\:s of ordec 2 of £ are

. H1 = {OO, P‘l.= (0'0)}

*He= {'90, Py = (L,O)}

“Na= {o, Ps= (4,0]

and app\\,ima Vela's formula we obtain

L x3 415 x (defined oves Fy, su Pers'mjdex)

‘@i E — E,

oY) — (X‘TH_’ y x‘+|3)

x?.
By y7'= 2+ 0x +5L (deFined over Fqe = Fq (1), Supe:siv\jula:)

"gr B — B,
(xy) +— (x1+4'x+r+, X +2ix +1 )

X+ X2 424X +18

« B3 2= X2 +0x + 140 (defined over Fyr = Frq (1), su‘aexs'u\julax)

. ¢3 : E __) E3
L (XPeeix4+n o XEHR{x+]
(XA{) L ) - ) 2 :
X -4 X2 +Rix+18




®21- The Supersinqular Isoaen/v Diffie - Hellman (51DH) Scheme
Two pacties, Alice and Bob, want to exchense 3 shued secret wsing 2 public chamel.

The shwed Secret @n be exploited by Alice and Bob to establish a simmebric Key.

The protocol Alice and Bob are going to use to produce the shared secret s called Supessingular Ig:jgny DifFie- Kellman
(SIDH in shock). Such 2 protocol has some Fixed Pvameters, thet are public. Every pair of users fwani
has to use these Paxametss.

ma the protocol
®22-SIOU's Pubhc paxeme,texs

The Public paramebers for the SIDM ere -
*2 prime p of the form
p=aa®f 1y
where ez,€3,¥ eN, ?, is 2 wfactor such that P is e prime and 2% ¥ 3%;
o the Finite Field Fg:
2 su‘:exsinﬁulax e”iptic Cusve
Bo : y* = X3+ Ax+8B,
defined over For and such that
| (Fee)| = (281533]({)’“/.

o 2 sek oF‘jenexa,bors {Pa,q,.} of the Eorsion 5ub3rouf> Eo (28] ;

o2 sebt of jene(a,tors {Pa,QaJ of the btorsion SUbjrouP B [3%].

A Remark 1

Tt is possible to prove that 2 S\)Pe:sinjuler eJliPkic cucve Eo defined over Foz end with the desiced number of rational
points a|we\/s exisks,

A Rema;K 2
From the condition |E, (IFPz)\= (zezae;pl it follows that E.[:2]  E, [3%] ¢ E, (_H:Pt), so that Pa,Qa,Ps,Qp
ue cekional pinfs. We note that in Practice pis a”b?ca" prime hence caq,d Caee, P)z%ed (383/'3):1 and so
EoCe®2)= Z /1 x Z/2%2 |, Eo(2)=- Z /37 x 2 /3%y
X ExamPle 4

We fix the prime p= (32)(3?) 41 =33, with e;=3, e3=2, J{=1, 2% -8v9:3%
fis bese Fidld we consider
Fi = Fo (%) {40 uve )

which has cexdinahty eq%‘ to 5329.
We set

o y2=x2+ (5144045 )x + (F0+2845)
which is 2 supersingular elliptic cure such that :
|E, ([Ff,z)l = (191393)z= 5184,
One can check that
[P (94350, v ), Qa= (8460 475, 0 458 /\]'.'5‘)} , ‘LPV(“*:” A, 30+ 545"), Qo= (1+4 A4S, = +4Mf?)}

Senuehe Eo [2%] and E, [26%) resPectively,

® 2.3~ Public and secrek Keys :
A the beainnin% oF their infesackion, Alice and Bob have ko create theic paics of public-fznveke Ke,ys_

Rlice chooses 2 sub coup My of Eo (282) |, having ordes 292 (note that Eo[2%] also conteins points
of order 2,2% ... 2% 1). To do this, she rmclom|y sﬁcts

Mo, Ma € Z/2%2Z
not both divisible by 2. This last wndition assures that the point Ra=maPa+myQa has order 2%,



Then Alice defines Wy as the c:jd(c a»los rowp \jenera‘cecl by Ra,ie. Ha = < Ra>.
’lks]n% Hy, Alice compules the is0geny
¢A . Eo = Eo/ Ha

havin% Ha 2s Kemel, and the images Br (Pe), @a (Qs). We note that :
¢ Ba and Eo/Ha are oaml:ml'ed wsi

Velu's Formylas (oomposinca isogenies of deﬁreﬁ, 2);
o Eo/Mn is an elliptic cucrve deFined oves o, since Ma ¢ B (Fp2). Thanks to Take's theorem, we

have [Eo /Wa (H:fﬂﬂ = |E, (H:Pl)l =(ze?-3€3{).)2‘ Fucthermore it is Po€sub|e to prove that Eo /Mg
is supessi g lar.
Alice's Public ke\/ is

(Eo /Ha, gy (Pe), ga (O0))
while her Privake key s

(mLa,rM).

wawlma @ is equ'wa\enk ko kmowin% Ha , which in furn is eq\uve/\e/\" to mewa agenerekor of MW

Rna|030u5|\/, Bob chooses 2 sgbsrouP Hg of Eo [3%2], havin ordes 38 (£, [3¢] also
Gont2ins points of order s, 4,

3%, To do this, he candomly selects
Mg, Mg ¢ Z /3932

not both divisible by 3. This assures thak the poinf Ry = m, PotmpQs hes order 3%
He deFines M3 2s the 5ub3roup Senexated by Re, ie. Ms= ¢Ray.

usiv\% U , Bob wmpuhs the 15039;\)/
@s: Eo — B /g

hev‘m% Ho as kemel |2nd the 'umeﬁes Bs (P), g (Qa). Bob's keys are:

(Eo /s, #e (), #o (40)) | (ms,me).
Public lzey Pfival’e ke,y
* Examp\e 5

[h (22)(8) +14 = 3 Fp < Fo (W) - {woudT e B} 5 €,

=x3+ (si+40n5)x + (304128 \f?)/
Pac (33+3545", v 35),Qa= (1t a5, i+ +58 «l‘-?)j =Eo[2el]/'ipa=(n+n A-8', %0 +5475") Qs - (18 + 44 45", & +4’R)J:Eo[383]
Assuming that Alice chooses
ma =3
m.n =4

then Ra = mqPatmaQes (14475, 60+ 5 4-5) and using Velu's formules she obtains
o /<Ry y= K04 (4 +4848)x+ L 14 + 63 45)

By (Pe)= (35 +42 45, 43 +2 As')
Fa(Qe)=( 14 + 6 45, % +5645).

TF Bob cb\ooses
ma =2
My = 6

then Rp=mefe +mQe= (9 +2 475, 54+334°5') 2nd
Eo /<Rp> :\/1=)(3+( 60 +5 ¥ 8)x+ ( 41 + 13 4-8)

Bs (A)= (50 + 19 45, 36 +3445")
Bo ()= ( 12 +56 45, 13 +4645).



@ 24.- The Protoool

| ALICE | | BOB |

Poblic key : Eo/Ha, ga (Rs), B4 (Qe) Public key = Eo/Hs, go (R), B4 (Gn)
Prvete key : (ma,ma) Private key = (mg,mp)

message
E. /e, ga (%), B4 (Qe) )
e e
PRRLLCEL Eo /My, #5 (B, B4 (Qn)

. (oom‘:ufes the isogmy

. (om?uhes the iSosmy
Boa = Eo /g —> Eo Ma)/ <maBolPn) tmags(Qn)>

| metation Bap: Eof Ya > (B Ma)/ < mp Ba(Pa) + mg g (Qe)>
EBA Il motofiow
SHARED SECRET Eas

T (Een) =3 (Eng)

Stcaiak%\:ocwud comFu\'ations show khat the iSOSGMQS
0’3;\0 ¢5 . B > EBA
Boo @ - Ec — Eas

have the same kemel ¢Ra, Re>. Hence , For Theorem 1, Esa and £ag must be isomorphic,ie.
bhey have the seme J-invacianf

X ExamPIe 6

P () () 1= 3 Fp - Fp (A=) = '[“*Vﬁ,""”":!']/' ot y2=x3+ (s1+ 400 )x + (30+28 «I?)/

{Pe (34346, avalg), Qo= (w16 ds, 0 +a R)3=E°[7—MJ/‘{P5=(“+N A’ %0 +6347g') Qp < (18 + 44 45", ma +mﬁ§')] £, (3]
ma =3, My =4, Ra=myPs+maQa= (1447, 60+ 6 4-5) Eo/¢Ra> 1 y?= x>+ ( 4 +4848)x+ (14 + 63 \5)

Ba (Pa)= (35 +4245, 43 +2 «J'-?), ga(Qe)=( 14 + 6 45, n +56 XTE)

ms =2, Mp =g Ro=mgePs +mgQe= (9 42475, 56+ 33473), E°/<RB>:yl=x3+( 60+65 4 8)x+ (4 + 13 4%3)
o (P)=( 50 + 19 J?,ssuml?),gje(qq):( 17 +se 45, 23 +46J-—§‘)

In Ep , we have that
Mo B (Pa) + ma Bg(Qa)= (49 +304-8", 20 +60435)

and the curve Egy is

Bon = Eg /< mada(Pa) +ma@a(Qa)>: Y2 = X3 + (60+304-8)x + (13 +614g)

Ta Ea, we have

Mg By (Ps) + ma g (Ge) = (26 + 4305, 18 + 4345)

and the cucve Eng is

Eug = Ea /ems da (Po)t ma 44 (Qo)>: g2 = %4 (60 43848 )x + (13 +61475)

Tt is easy Lo see that

J (EBA) =J (EHB)=‘1
and then J=9 is the shaed secret between Alice and Bob.




B 215 - Secwrity of the protocsl

The Supecsmﬁulax 1:5039,&\/ Diffie - Mellman is secure under the essumption
that the Fo||ow‘uua Prob\em is hard:

Siven 2 Luple sam‘ﬂed wikh Probabihky 1/2 From one of the Follow‘uua two distcibutions:

1) (En, Es, Ba (Po), ga (Qe), gy (Pa), B (Qn) , Eng)

i) (Ea Es, fn (Pe), B4 (Qe), Bo (B), B (Qa), Ec)

detesmine From which distribwkion the Tuple is samf>|ec1.
We note that .

« @a- Eo o Eq is an 'xsojeny whose kecnel is equal to < maPa+ms Qa);
+ @s: Eo 9Esis an isogeny whose kemel is eq\)al bo ¢mgPs+maQs> -
e m,, m, e chosen 2t endom From Z /2%2% (nok both divisible by 7.);
* Mg, me e chosen et f2ndom from Z /a€37  (not hoth divisible by 3)/

¢ EAB '-;-‘ Eo /¢ maPatmg QA,MBPB+meQB) /
isomacphic

. Ec b Eo/c f"\.'al’nm'nm,thmm,QB) Whee My ,mh (fespectiudy mg,ma) &g chosen MF&‘om Z 1%z (respectiuely 2/3&2)
end not both divisible by 2 (cesPediuely 3).

Tt is conyectured that the ebove problem is compotetionally infeasible: Ffor 2y poly nomial time adversary , their

aduanhﬂe, is an \iaible Function of the Security paremetes P In packicules, it is conJed'ure& that
the 2bove ?Fob‘&m s eoluivaien\’ to the Followin% (it ould be stated also wikh 3 insfead of 2 and €5 instead of e,):

Let @a: Eo = Ea be an iso eny whose Kecnel is ¢maPa+myQay , where ma,ms are chosen sk random From
Z/2%2 7 @and not both c{iuisigle by 2. gluen Ea and khe velues g, (Ps), Ba(Qa), Find 2 Sene,rekor for
the kexne\ g Pa +mg QQ) .

The best known classicd algorithm For Findir\ca isosex\ies between suPexs’mﬁular cucves hes complexity O(«l’,;' @ﬁzp).
However , the 2bove problem s nof mmFle}ely SenecaJ since:

i) the dea(ee of the ‘usoggny is known in g&ua,ce/.

i) such 2 desree is smooth. .

In order ko Find an isoseny of clesree 2% between Eo and Ea, it is possible ko consider

Y y I possible
2 Possd;\e \‘ \‘ i% P:,\S. b
e Nle  N\o . o
of degree . Eo\ £ : £,\ £ of iesre.e
7‘4111. ) 2/2

and look for collisions. The c\aSSiCEI comPlexibI of this aftack is 0(2%72) = (‘7\[;')
)

2€1_p\_}/\[?
With quenfum compoters ik is possible to improve the sbove aljocih\run achieuir\ca a complexity O(ﬂ?).

ConsequenH\/ o obkain 2 clessicl secunty level of 428,192,256 bits, the prime pis chosen

such  that Qaalp is zboul 500,350,460 cespectively. The CorfeSPonc‘fﬂg Can,ni"u_m securities
e eboukt ®0,128,160 bits.

The cucrenl optimized version of the SIDU Pfo‘coco\ allows to ex duange a secek in abowk
10 milliseconds for 2 P such. that QO‘BLPQSOO.

We wnclude this shork notes hiakliakhn that SIDU is the base for one of the submissions , SikE,
Lo the NIST effioct to standardice Post -quanhxm u\, Ptos ca,PL\A‘C ochemes. Site has been admitted

in ound T 25 en eltecnakive candidate



