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What is Cryptology?
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Cryptology is the study of

cryptography, and

cryptanalysis.

Cryptography: the study of mathematical and algorithmic
techniques which ensure information security.

Cryptanalysis: the study of mathematical and algorithmic
techniques to vanquish cryptographic techniques.
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Information security objectives

3/20

They vary depending on context and requirements.

Examples:

secrecy

data integrity

authentication

non-repudiation

. . .



Secrecy
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Context: Two parties, Alice and Bob, communicate over an
unsecured channel (i.e. a means of convey information, in which
unauthorised parties can read, modify, delete, ...).

Objective: Protect the information from unauthorised parties.

Technique: Encryption scheme.



Encryption scheme
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a message space M (elements are called plaintexts)

a ciphertext space C (elements are called ciphertexts)

a key space K

a set {Ee : M → C|e ∈ K} of encryption bijections

a set {Dd : C → M|d ∈ K} of decryption bijections s.t.

∀e ∈ K ∃! d ∈ K : Dd = E−1
e

Given e ∈ K, (e, d) is called key pair.

In a symmetric-key encryption, e = d for each key pair.
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Data integrity, authentication, non-repudiation
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Context: two parties, Alice and Bob, communicate over an
unsecured channel.

Data integrity: guarantee that data has not undergone
unauthorised alteration.

Authentication: identification of parties entering into a
communication.

Non-repudiation: avoid denial of previous commitments/actions
by communicating parties.

Technique: Digital Signature scheme.



Digital signatures
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a message space M

a signature space S

to each party A it corresponds a secret map SA : M → S

to each party A it corresponds a public map
VA : M×S → {true, false}

Digital signatures are public-key cryptosystems.

Also symmetric-key techniques exist for these objectives.



Digital signatures

7/20

a message space M

a signature space S

to each party A it corresponds a secret map SA : M → S

to each party A it corresponds a public map
VA : M×S → {true, false}

Digital signatures are public-key cryptosystems.

Also symmetric-key techniques exist for these objectives.



What Cryptography was
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Cryptography has a long history:

largely an art,

exploited to enable secret communications,

until the 1970s, mainly used for military purposes.

The proliferation of communication systems since the 1960s
has propelled its transition from an art to a science.



What Cryptography is
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Today, Cryptography is a science:

formal definitions of security

rigorous proofs of security

precise and simple assumptions

ubiquitous in our everyday life



Definitions of security
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Example: when is an encryption secure?

impossible to recover the key
impossible to recover the entire plaintext
impossible to recover any information on the plaintext

A security definition is composed by:

security guarantees (what the technique should prevent the
adversary from doing)

threat model (what is the power of the adversary)
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Proofs of security
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Provable security: rigorous proof that a scheme satisfies a given
definition of security

Most cryptosystems cannot be proven secure unconditionally.
Proofs of security usually rely on assumptions.

Example: proof by reduction

it is a proof by contradiction.

a reduction turns an attacker against the security
guarantees into an algorithm to solve a hard problem.



Assumptions
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Mathematical assumption: a given problem is hard to solve

integer factorisation problem (given a composite number n,
compute its factorisation)

discrete logarithm problem (given a cyclic group G = 〈g〉
and h ∈ G, compute k ∈ Z|G| s.t. gk = h)

shortest vector problem (given a subgroup L ⊂ Zt, find

w ∈ L s.t. ||w|| = min{||v = (v1, . . . , vt)|| =
t∑

i=1

v2i |v ∈ K})



Use in real life
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ATM machines

On-line banking

e-commerce

emails

cloud computing

Streaming media providers

...



Web Browsers

14/20



Messaging Systems
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Mobile Applications
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Crypto Makes the Headlines
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Cryptanalysis
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It aims at showing that a cryptosystem is not secure.

exploit gaps/flaws in the security proof

make a problem less hard to solve than assumed
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