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Modes of operation

Stream and block ciphers are used to obtain computationally-
indistinguishable and CPA-secure encryption, respectively.

Both the constructions have some drawbacks.

They are addressed by different modes of operation
of block and stream ciphers.
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Modes of Operation

of Stream Ciphers
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Computational Indistinguishability using a PRG

A stream cipher (Init,GetBits) can be used to construct PRGs.

Construction of a PRG Gy,:

sto < Init(s, IV)
fori=1,---,4(n)
(i, st;) < GetBits(st;_;)

return yi,-- -, ye(n)
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Computational Indistinguishability using a PRG

A stream cipher (Init,GetBits) can be used to construct PRGs.

Construction of a PRG Gy,:

sto < Init(s, IV)
fori=1,---,4(n)
(i, st;) < GetBits(st;_;)

return yi,-- -, ye(n)

A stream cipher is secure if:

= it takes no IV,

= for any expansion factor £(n), Gy, is a PRG.
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Computational Indistinguishability using a PRG

Let G be a pseudorandom generator with expansion factor ¢(n).
Define a fixed-length encryption scheme

E = (KeyGen, Enc, Dec)

with M = {0,1}*"  as follows:
= k< KeyGen(n) : it uniformly samples k € {0, 1}".
= ¢+ Enc(k,m) : on input a key k € {0,1}" and a message
m e {0,1}™ it outputs ¢ = G(k) & m.
= m « Dec(k,c) : on input a key k € {0,1}" and a ciphertext
¢ € {0,1}*™ it outputs m = G(k) & c.
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Define a fixed-length encryption scheme

E = (KeyGen, Enc, Dec)

with M = {0,1}*"  as follows:
= k< KeyGen(n) : it uniformly samples k € {0, 1}".
= ¢+ Enc(k,m) : on input a key k € {0,1}" and a message
m e {0,1}™ it outputs ¢ = G(k) & m.
= m « Dec(k,c) : on input a key k € {0,1}" and a ciphertext
¢ € {0,1}*™ it outputs m = G(k) & c.

Theorem
If G is a PRG, then the encryption scheme E derived from G is
computationally indistinguishable.
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Computational Indistinguishability using a PRG

Drawbacks:

= message length is fixed;

= Enc is deterministic, hence E is not CPA secure.
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Computational Indistinguishability using a PRG

Drawbacks:

= message length is fixed;

= Enc is deterministic, hence E is not CPA secure.

Are there alternative uses of stream ciphers
which address these drawbacks?
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Synchronised mode of operation

Since every stream cipher gives rise to a family of PRGs (one
for each £(n)), an arbitrary-length E can be defined.

The encryption of a message m is Gy(,(k) © m, where £(n) = |m|.

It can be proven that the resulting encryption scheme is
computationally indistinguishable.

Modes of Operation of Stream Ciphers 7/25
|



Synchronised mode of operation

Synchronised

Multiple messages can be treated as a single, long message.
= Encrypted blocks can be sent gradually.

= Sender and receiver have to maintain synchronised state.
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Unsynchronised mode of operation

Unsynchronised

v, v, IV, iv,

= Initialisation vectors are used.

= Stateless CPA-secure encryption is obtained, provided that
the stream cipher enjoys extra properties.
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Modes of Operation
of Block Ciphers
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CPA-Security using a PRP

Let F be a PRP. We define the following fixed-lenght encryption
scheme E = (KeyGen, Enc, Dec):

= k< KeyGen(n) : on input n, it outputs a uniformly
random key k € {0,1}% (.

* ¢+ Enc(k,m): given a key k and a message m € {0, 1},
it uniformly samples r < {0, 1}&"(”), and outputs

(co,c1) < (r,Fr(r) @ m).

= m < Dec(k, (co,c1)): on input a key k and a ciphertext
¢ = (co,c1), it returns

m < (Fr(co) ® c1).
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CPA-Security using a PRP

Let F be a PRP. We define the following fixed-lenght encryption
scheme E = (KeyGen, Enc, Dec):

= k< KeyGen(n) : on input n, it outputs a uniformly
random key k € {0,1}% (.

* ¢+ Enc(k,m): given a key k and a message m € {0, 1},
it uniformly samples r + {0, 1}&"("), and outputs

(co,c1) < (r,Fr(r) @ m).

= m < Dec(k, (co,c1)): on input a key k and a ciphertext
¢ = (co,c1), it returns

m < (Fr(co) ® c1).
Theorem
If F is a PRP with ¢;,(n) > n, then the encryption scheme E is
CPA-secure.
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CPA-Security using a PRP

Drawbacks:

= message length is fixed;

= the length of the ciphertext is double the length of the
message.

Modes of Operation of Block Ciphers 12/25



CPA-Security using a PRP

Drawbacks:

= message length is fixed;

= the length of the ciphertext is double the length of the
message.

Are there alternative uses of block ciphers
to address these drawbacks?

Modes of Operation of Block Ciphers 12/25



CPA-Security using a PRP

Drawbacks:

= message length is fixed;

= the length of the ciphertext is double the length of the
message.

Are there alternative uses of block ciphers
to address these drawbacks?

We assume F is a length-preserving PRP (block cipher), with
lin(n) = Loy (n) = n, and messages have length multiple of n.
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Electronic Code Book (ECB) mode

m; m, my
< G C3

= It is deterministic, so it cannot be CPA-secure;

= it is not even computationally indistinguishable.
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Electronic Code Book (ECB) mode

The ECB mode may reveal information about the message:

Original image Encrypted using ECB mode

Source: Wikipedia
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Cipher Block Chaining (CBC) mode

m, m mg
v XOR
|
| ﬁ ﬁ

v c, G c3

2
XOR

¢ < Enc(k,m): given a message m = (my,ma,...,m;) and a key
k, it outputs ¢ = (¢, c1, ..., ¢), where ¢g = IV and

ci=Fi(cici®m;) for i=1...t
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Cipher Block Chaining (CBC) mode

m, m2 my

v XOR XOR

|

‘ ﬁ ﬁ

\

\

|

v (A (7} G
m <— Dec(k, c): given a ciphertext ¢ = (cg,c1,...,¢) and a key
k, it outputs m = (my, ..., m;), where

mi<—F,:1(ci)€Bci_1 for i=1---¢
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Cipher Block Chaining (CBC) mode

Security:

= If F is a pseudorandom permutation, than the CBC-mode
encryption is CPA-secure.

= Chained CBC mode: stateful variant of CBC mode, where
the last block of the previous ciphertext repleaces IV in the
encryption of the new message. It is not CPA-secure.

Efficiency: no parallel processing (encryption is sequential).
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Output Feedback (OFB) mode

= IV € {0,1}" is chosen
uniformly at random.

= yo:=1V and
yi i= Fi(yi-1)-

= Given IV, a message
m= (my,...,m) and a
key k, Enc returns
(co, €1y ..., ¢) where
co = Yo, ¢i = yi Dm.

v G G = To decrypt,
m; :=Yy; ® ¢; are

computed.
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Output Feedback (OFB) mode

Security:
= F; does not have to be invertible.

= If F is a pseudorandom function, then the OFB mode is
CPA-secure.

= Its stateful variant is secure.

Efficiency: most of the computation can be done before
encrypting/decrypting.
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Counter (CTR) mode

= ctr € {0,1}" is chosen
uniformly at random.

ctr ctr+1 ctr+2 ctr+3
= yii= Fictr+i
(mod 2)).
= Given ctr, a message
m= (my,...,m) and a
key k, Enc returns
(c1y...,¢;) where
m,— xcr m34> X‘IR ci =Yy m,.
ctr ¢ ) G = To decrypt,
m; :=Yy; ®¢; are
computed.
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Counter (CTR) mode

Security:

= F; does not have to be invertible.

= If F is a pseudorandom function, then the CTR mode is
CPA-secure.
= Its stateful version is secure.

Efficiency: parallel processing is possible.
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Initialisation Vector 1V

CBC, OFB and CTR modes use a random IV (or ctr).

'(For the birthday paradox - we will cover it.)
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Initialisation Vector 1V

CBC, OFB and CTR modes use a random IV (or ctr).

A repeated IV could jeopardise security:

= OFB or CTR: the attacker can xor the two resulting
ciphertexts to learn about the encrypted plaintexts.

= CBC: after few blocks the inputs to Fy will “diverge”.

'(For the birthday paradox - we will cover it.)
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Initialisation Vector 1V

CBC, OFB and CTR modes use a random IV (or ctr).

A repeated IV could jeopardise security:

= OFB or CTR: the attacker can xor the two resulting
ciphertexts to learn about the encrypted plaintexts.

= CBC: after few blocks the inputs to Fy will “diverge”.

The block length for DES is £ = 64. After the encryption of
data of size 2°% bits ~ 34 gigabytes, a repeated IVis expected’.

'(For the birthday paradox - we will cover it.)
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